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Abstract
The right approach to IP, especially patents in digi-

tization, offers companies, regardless of their size, 
opportunities to create and protect customer benefits 
with innovative solutions. At the same time, however, 
the increasing complexity also increases the risk of in-
fringement of third-party intellectual property rights. 
For companies that want to proactively develop their IP 
portfolio, secure freedom to operate, and manage it in 
a legally compliant, goal-oriented, and consistent man-
ner, the norms DIN 77006 and ISO56005 show ways to 
manage these processes.1

Background

No industrial company and hardly any high-
growth technology business can ignore the 
terms “Industry 4.0,” or the “Fourth Indus-

trial Revolution,” and “Internet of Things” (IoT) any-
more. Just as software-based solutions are constantly 
being updated and improved, businesses have been 
reinventing themselves again and again for hundreds 
of years. We can already look back on three industrial 
revolutions. Industry 4.0 joins the ranks, and it forces 
companies to adapt to a very fast changing business 
environment. Those who want to gain competitive 
advantages are developing new business models, use 
cases, and applications with significant digital compo-
nents. Intelligent platforms are changing the way we 
interact with customers in production; the use of new 
communication standards (e.g., 5G), cloud computing, 
and artificial intelligence; and digital twins is closing 
the gap between software and hardware, leading to 
greater agility and higher efficiency in the Industrial 
Internet of Things (IIoT).2 This also changes the way 
intellectual property is handled, especially patents.

Digtalization and the resulting changes in business 
ecosystems3 are leading to a radical rethinking in the 
way intellectual property (IP) is handled. Companies 
have always tried not only to legally secure their own 

range of services by patenting their technical develop-
ments, but also to gain exclusive market positions by 
designing patent portfolios that are specifically geared 
towards customer benefits. Such IP strategies allow for 
the expansion of one’s own market share and many 
other advantages. With new business partners, mar-
kets, and competitors, including those from other in-
dustries, exploiting the opportunities and avoiding the 
risks entails a complexity that even larger companies 
cannot master comprehensively.

Typical digital interaction patterns for creating cus-
tomer benefits such as condition monitoring, pre-emp-
tive maintenance, or updating mobile devices over the 
air from the cloud are covered by a large number of 
patents, and the number of patents for such interac-
tion patterns is increasing rapidly worldwide. For the 
companies that come from the development of physi-
cal products and transaction-oriented business models, 
organizationally rather small and more manageable pat-
ent developments are adapted.

To sum up, the new developments in the technologi-
cal and economic area, related to Industry 4.0 and IoT, 
lead to a stress test of the operational IP management.

In addition, digital patents are different. They do not 
come from physical reality or technical functionality, but 
from the application, the solution, or the use case. This 
also affects the analysis of the competitive situation, in-
cluding third-party patents to be considered. A classic 
freedom-to-operate search, which has the purpose of 
identifying all relevant third-party patents in order to 
largely rule out infringement, is therefore very exten-
sive and time-consuming, or almost impossible. There 
are considerable dangers and liability risks lurking in 
the large patent portfolios of third parties, such as when 
using mobile phone technologies in your own campus 
networks or IT technologies in new products.

Dealing with IP risks is not only one of the special 
challenges for entrepreneurs because of their possi-
ble impact on business operations, but also because 
of the personal consequences for managing directors 
and board members resulting from the violation of due 
diligence. These personal consequences can go as far 
as personal liability of the managing director. Such per-
sonal liability can occur, for example, if management 
fails to establish an organization that is suitable for 
damage prevention. Since failure to observe third-par-
ty IP rights can result in severe sanctions, such as sales 
bans or claims for damages, the identification and con-
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sideration of third-party patents is an essential element 
of damage prevention.
Development of IP Management Standards 

It is quite common for organizations to implement 
the ISO 9001:2015 quality management standard to 
improve their overall operational performance, con-
tinuous improvement, and risk-based thinking. But 
as companies experience increasing IP challenges in 
the field of digital innovation, they need to be able to 
respond to the various threats they face in a more spe-
cific set up. This results in a new understanding of the 
use of standards in IP management as well.

IP Management Standards, like ISO 560054 or DIN 
77006,5 have been created to support companies and 
IP service providers in developing their abilities to han-
dle the challenges of a modern and compliant IP man-
agement. They provide guidance to the design of an 
up-to-date intellectual property management system,6 
i.e., the introduction of effective processes and an as-
signment of tasks, which is aligned with the company’s 
strategy and business objectives. They focus on leader-
ship and strategy, tools and methods, and finally, as in-
troduced in DIN 77006, on the implementation of the 
concept “plan-do-check-act,”7 which leads to improved 
productivity and error prevention.8 
ISO 56005 Innovation Management—
Tools and Methods for Intellectual 
Property Management 

By 2014, the International Organization for Stand-
ardization (ISO) set up the ISO/Technical Commission 
279, aiming to provide tools and methods using the 
holistic approach to innovation management, its imple-
mentation and its interaction with stakeholders in the 
innovation process. The commission’s main objective 
was to standardise tools and methods dedicated to the 
field of innovation and in interaction with all actors in 
innovation management for industrial, environmental 
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and social benefits. From work developed by the ISO/
TC 279, a set of five documents is already published:9 

1. ISO 56000:2020—Innovation Management—
Fundamentals and Vocabulary 

2. ISO 56002:2019—Innovation Management—In-
novation Management System— Guidance 

3. ISO 56003:2019—Innovation Management—
Tools and Methods for Innovation Partnership— 
Guidance 

4. ISO/TR 56004:2019—Innovation Management As-
sessment—Guidance 

5. ISO 56005:2020—Innovation Management—
Tools and Methods for Intellectual Property 
Management—Guidance 

The ISO 5600X family is designed as a framework in 
a standardized format to support innovation manage-
ment procedures starting from the idea, via research 
and development, up to the IP creation and verified 
products or services. 

ISO 56005 as a part of the 5600X family is designed 
as a guideline to systematically manage IP within the 
innovation environment. It supports the innovation 
process and provides an IP strategy, which is aligned 

with the business strategy including five major activi-
ties and outcomes to help organizations protect and 
maximize their best ideas (see Figure 1):

IP landscaping, IP creation and acquisition, IP port-
folio, IP commercialization, and IP risk management. 

The ISO 56005 standard can be used for any type 
of innovation activities and initiatives and is based on 
certain principles derived from the innovation manage-
ment system, such as:

• realization of value for all relevant stakeholders,
• leadership that inspires and engages employees, 

and other interested parties, to generate, pro-
tect, and leverage IP, 

• alignment of the overall strategic direction for 
the management of IP with its business and in-
novation strategies,

•  access to a diverse range of internal and external 
IP knowledge sources to systematically develop 
the organization’s IP expertise,

• management of innovation uncertainty and risks 
from an IP perspective, and,

• generating, protecting, and leveraging IP for long-
term value creation based on shared values, beliefs, 
and behaviours across the organization

IP management responsibilities related to innovation 
should include, e.g.:

• definition of innovation outputs that need to be 

Figure 1. IP Management Activities That Contribute To Innovation Management
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protected as the organization’s IP assets and the 
appropriate resources to manage this IP,

• monitoring IP in the public domain that is rel-
evant as input to innovation activities, to avoid 
potential infringement of third-party rights, to 
identify potential infringements of the organiza-
tion’s IP, and reporting risk and opportunities to 
interested parties, and,

• establishing awareness and providing training, as 
necessary, within the organization 

The Annex of ISO 56005 gives an overview regard-
ing tools and methods for invention record and disclo-
sure; IP generation, acquisition and maintenance; IP 
search; IPR evaluation; and IP risk management that is 
a best practice collection of directions and strategies, 
helpful especially for SMEs, on how to systematically 
manage IP within the innovation environment.
DIN 77006 Intellectual Property Management 
Systems—Requirements 

In 2016 a working committee at the German Insti-
tute for Standardization (DIN) was constituted to deal 
with the creation of standards and specifications in the 
subject area of “Quality in Intellectual Property Man-
agement” in a first step on a national and second on 
a European and/or international level. This standards 
working committee was the result of the DIN SPEC 
1060:2010 DE “Service Quality in Intellectual Proper-
ty Management” committee, which was published in 
2010 as the result of a state funding project for the 
development of the service and knowledge economy 
in German.10 

The German DIN standard can be generally seen as 

a more specific, stricter version of the ISO 56005. It 
takes a comprehensive approach to the organization-
al landscape of the company with a strong focus on 
processes and quality and provides a set of rules to 
implement an IP management (see Figure 2). 

A significant difference between DIN77006 and ISO 
56005 is that the DIN standard combines the classic 
advantages of the ISO 9000 family of standards with 
its High-Level-Structure. This means that an already 
established standards landscape is used, such as the 
principles, glossary (ISO 9000),11 requirements (ISO 
9001), and strategies for sustainable implementa-
tion (ISO 9004),12 and these are combined with the 
requirements of modern IP management. This also 
means that the DIN standard has adopted the struc-
ture for management system standards.13 
Target Groups and Application

DIN 77006 is a systematic tool to establish, imple-
ment, and maintain an IP management system in al-
most every organization. The standard is open to al-
most all types of business models. For example, if an 
organization generates IP itself, the standard require-
ments for this must be met. When claiming conform-
ity with DIN 77006, all relevant requirements for the 
specific business model must be fulfilled. Exceptions 
are only possible if requirements cannot be applied by 
the organization. For example, if an organization, like 
e.g., a patent attorney, does not generate its own IP, 
the organization only describes in the scope that IP 
services are provided. The requirements for IP genera-
tion can then be excluded in the following.

The situation is different in the field of IP risk man-
agement. Here all process participants, internally in 

10. DIN/DKE, Deutsche Normungsroadmap, Dienstleis-
tungsnorme, Bundesministerium für Wirtschaft und Energie, 
Fachbeirat der Koordinierunsstelle Dienstleistungen im DIN, 
Berlin: 2015.

11. DIN EN ISO 9000:2015-11 Quality Management Sys-
tems—Fundamentals and Vocabulary.

12. DIN EN ISO 9004:2018-08 Quality Management—Qual-
ity of an Organization—Guidance to Achieve Sustained Success.

13. David Scrimshire, “Understanding and Exploiting the ISO 
9001:2015 Changes,” Advanced Engineering, 11 (2015) 327-
331; Walter Mattli and Tim Büthe, “Setting International Stan-
dards: Technological Rationality of Primacy of Power?,” World 
Politics, 56 no1 (October 2003) 1-42.

Figure 2. Development Of The Standards For IP Management
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the company as well as externally in law firms or re-
search offices, have an obligation to avoid risks and to 
observe the relevant requirements to ensure the nec-
essary quality.

In any case, and what is of utmost importance, is 
that DIN 77006 requires an analysis of the applicable 
requirements regarding the organization’s business 
model. The standard itself does not contain detailed 
information as to which specific requirements are 
needed in which organization.

If the organization operates a single management 
system (e.g., only quality) or an integrated manage-
ment system (e.g., quality and environment), it may 
additionally map the IP requirements of DIN 77006 
without having to introduce a completely new system.

If no management system exists yet, DIN 77006 
contains all the essential requirements to establish an 
IP management system that is based on internationally 
accepted standards (HLS).
The High-Level-Structure of DIN77006

Standards define characteristics and the application 
of rules. The aim is to improve products, processes, 
and services, but also to improve understanding on 

certain topics.14 An important aspect of the compati-
bility of management systems is the uniform standard 
structure, the so-called High-Level-Structure (HLS).15 
According to this structure, the organization can com-
bine different requirements and create an Integrated 
Management System (IMS).16 For example, ISO 9001 
plus DIN 77006 or ISO 9001 and ISO 1400117 plus 
DIN 77006. See Figure 3.

DIN 77006 deliberately follows this high-level struc-
ture. According to this common structure, any organ-
ization can “integrate” its identified and documented 
IP processes into an existing, known, and established 
management system structure. DIN 77006 is fully 
compatible with the general HLS standard require-
ments, e.g., context and interested parties, leadership, 

Figure 3. High-Level-Structure (HLS) Of DIN 77006
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risk and opportunity management, planning of goals, 
and many more requirements like internal audits, man-
agement reviews, and improvement.18 

The architecture of DIN 77006 is also derived from 
the HLS. A brief overview of the structure of DIN 
77006 shows this very clearly:

• Chapter 0-2 is formulated in a way that is com-
parable to ISO 9001 and contains additions to 
enable transferability to the different IP organiza-
tional forms (see e.g., specific information in 0.3 
Success Factors).

• Chapter 3 defines all necessary terms. As far as 
possible, the terms for the IP management system 
are partly modified quotations from DIN EN ISO 
9000 (quality management, principles, and terms).

• Chapter 4-10 describes the essential require-
ments for the introduction, implementation, and 
maintenance of an IP management system.

Appendix A of DIN 77006 contains helpful expla-
nations, examples, and comments for almost every 
requirement chapter and sub-chapter. The appendix 
enables the reader, without deep knowledge of the 
normative terminology, to transfer 
services between requirements for 
management systems and IP topics 
independently.

To this end, exemplary listings are 
used to clarify, for instance, which in-
ternal and external topics constitute 
the context of the organisation rel-
evant to the implementation of the 
standard, or who can be an interest-
ed party in the sense of the standard. 
Furthermore, important terms such 
as IP strategy, IP policy, and IP objec-
tives are explained and distinguished 
from each other in the appendix. 

Last but not least, an essential task 
of the appendix is to clarify concepts 
such as the development of IP strat-
egies, the generation of IP, IP risk 
management, IP awareness-raising, 
IP administration, IP enforcement, 
etc., by listing examples of typical 
sub-processes that are to be set up 
and operated for the implementation 
of the concepts in accordance with the standard.

Process Model of DIN77006 and ISO 9001 Family 
What the standards of the ISO 9001 family have in 

common is a process model that establishes a plan-do-
check-act cycle (PDCA, plan-do-check-act)19 within the 
company (see Figure 4). This cycle receives impetus 
from customer demands and feedback from expressions 
of customer satisfaction or dissatisfaction. It serves to 
constantly improve the quality management system.20 

The process model assumes that the phases of the 
improvement cycle consist of processes that are inter-
connected.21 The processes for creating products and 
providing services (core processes, service processes) 
are triggered by customer requirements and end with 
a service to the customer. They are designed and en-
abled by management and resource processes. Sup-
porting processes (e.g., development, procurement, 
accounting) provide services to the core processes or 
to external interested parties who are not customers. 
ISO 9001 recommends documenting quality manage-
ment systems in a process-oriented manner.

The purpose of an IP management system from a 
business perspective is to provide an organizational 
framework to deal with IP risks and opportunities, 

Figure 4. PDCA Cycle In The IP Management System
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2011) 723-734.

21. Milé Terziovski and Jose-Luis Guerrero, “ISO9000 Qual-
ity System Certification and its Impact on Product and Process 
Innovation Performance,” International Journal of Production 
Economics, 158 (December 2014) 197-207.

Quality Management System (4)

Support
(7)

Operation 
(8)

Planning
(6)

Leadership
(5)

Performance
evaluation

(9)

Improvement
(10)

Plan Do

Act Check

Organization
and its context

(4)

Customer
requirements

Needs and
expectations of 

relevant
interested
parties (4)

Products and 
services

Customer
satisfaction

Results of
the QMS

t

t

t

t

t

t

t

t



les Nouvelles243

Standards For IP Management

among other things. The IP management system should 
be established as an iterative process:

• IP-Strategy (generate), IP-Policy (publish), and IP 
objectives communicated (plan).

• IP risks and IP opportunities are to be determined 
and appropriate IP objectives and processes are to 
be defined (plan).

• The corresponding processes are then to be car-
ried out as part of the operation or support (do). 
This concerns the topics of IP awareness, IP ad-
ministration, IP generation, IP enforcement, IP 
defense, and IP transactions. (do).

• The performance and effectiveness of the IP man-
agement system must be checked regularly and 
recorded using IP reporting (check), the IP man-
agement system must be evaluated by internal or 
external audits systematically. The results must 
be written down in documented information 
(management system review).

• to subsequently initiate improvements to the IP 
management system (act), if necessary.

These iterative steps must be carried out regularly 
against the background of the IP strategy and IP policy 
formulated by management. DIN 77006 deals with the 
respective sub-processes separately and provides infor-
mation for an appropriate implementation.

Due to the standard structure described above, the typ-
ical IP processes are assigned to certain standard chapters:

• Leadership and Commitment IP Strategy: 5.1.
• IP Risk Management: 6.1 Actions to address risks 

and opportunities.
• IP Awareness: 7.3 IP awareness.
• IP Administration: 8.1 Operational planning and 

control.
• 8.4 Processes of IP Service Provision: 

• IP Generation
• IP Enforcement
• IP Defense
• IP Transactions

• IP Reporting: 9.3 Management review and IP re-
porting. See Figure 5.

The specified IP management processes lead to 
proper handling of IP and help companies to integrate 
IP management processes into the core process land-
scape. In an industrial company, these (sub)processes 
should be reflected in product development, for exam-
ple, but also in marketing, sales, and service.

The standard explicitly points out that IP manage-
ment must be aligned with the overall strategy of the 
company, but that the above processes can be carried 
out both within the company and externally, i.e., by 
third parties. Accordingly, suitable agreements must 
be made with these service providers to ensure com-
pliance with standards.

Figure 5. PDCA Cycle And Process Model In The IP Management System
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Benefits of DIN 77006
DIN 77006 supports an organization to establish an 

efficient and legally secure IP management system. As 
a result, e.g., compliance requirements of the organiza-
tion are determined, understood, and permanently ful-
filled by all departments and/or members of the organ-
ization. The systematic approach of DIN 77006 (PCDA 
principle) with the documentation requirements across 
all hierarchical levels and processes ensures that all rel-
evant legal and regulatory requirements can be met 
and that processes are optimally integrated in terms of 
achieving corporate goals.

The introduction of DIN 77006 provides benefits for 
industrial companies and service providers in the IP 
sector in several respects:

• by providing a comprehensive and practical set 
of rules,

• through the integration of IP (partial) processes 
into the core processes of the company,

• by creating the necessary conditions to increase 
opportunities in the development of patentable 
(digital) business models and use cases,

• through the introduction of risk management 
for IP and thus the reduction of possible liability 
risks, and last but not least,

• by communicating a contemporary role of IP and 
the internal and external employees responsible 
for IP for a successful future of the company.

By establishing, implementing, and maintaining an 
IP management system compliant with DIN 77006, a 
company will be able to meet the diverse challenges 
of the upcoming digital transformation more securely 
and efficiently.
Conclusion

The definition of a quality standard specifically tai-
lored to IP management was created to match the 
established High-Level-Structure (HLS) of existing 
standards, such as the well-known international quality 
standard ISO 9001 Quality Management Systems—Re-
quirements22 and the international standard for innova-
tion management ISO 56002. ISO 56005 Innovation 
Management—Tools and Methods for Intellectual 
Property Management—Guidance23 describes tools 
and methods for advanced IP management, whereas 
the system-standards DIN 77006 and ISO56002 are 
compatible to existing (certified) management sys-

tems. Here is a summary of the experience gained al-
most two years after the publication of the standard.

After a large number of training courses, seminars, 
and workshops, supported by QIMIP,24 a part of the 
German Institute for Inventorship (DIE),25 and by Eu-
ropean institutions such as the Center for Intellectual 
Property Studies (CEIPI)26 at the University of Stras-
bourg, the Intellectual Property Helpdesk of the Eu-
ropean Commission,27 as well as the European Patent 
Academy of the European Patent Office,28 the follow-
ing advantages have been reported by the participants:

• By implementing the standard at the operational 
level, there are no extensive, additional admin-
istrative tasks for the IP department or other 
departments of the company. This applies in 
particular to small- and medium-sized enterpris-
es (SMEs). Additional effort and efficiency gains 
through standardization balance each other out.

• Patent departments of large companies and IP 
service providers, including large law firms that 
have already been certified according to ISO 
9001 in the past, saw the new DIN 77006 as a 
useful addition.

• The amended assignment of roles and tasks 
required by the new DIN 77006 improves IP 
awareness, changing the perspective on IP 
from a cost factor to a measurable success fac-
tor for the company. Those responsible for pat-
ents see DIN 77006, which integrates IP man-
agement into existing management systems, as 
enhancing their role within the company. In 
addition, they understand the new standard as 
a response to increasing pressure from internal 
and external customers with regard to handling 
of IP risks as freedom-to-operate, particularly 
during digital transformation of company pro-
cesses, the supply chain, sales channels, prod-
ucts, services, and customer relationships.

24. https://qimip.de/. The Quality Initiative for the Manage-
ment of Intellectual Property (QIMIP®) is a department of the 
non-profit German Institute for Inventions (D.I.E.) and supports 
the implementation and dissemination of DIN 77006 for quality 
in IP management. In addition, QIMIP® provides relevant in-
formation for interested parties and stakeholders in the national 
innovation system, conducts appropriate training, supports the 
development of suitable processes, and accompanies users dur-
ing implementation as well as the qualification and evaluation of 
implementation partners.

25. https://rudolf-diesel-medaille.de/.
26. https://www.ceipi.edu/en.
27. https://en.wikipedia.org/wiki/IPR-Helpdesk.
28. https://www.epo.org/about-us/services-and-activities/acad-

emy.html.

22. DIN EN ISO 9001:2015-11 Quality Management Sys-
tems—Requirements. 

23. ISO 56005:2020 Innovation Management—Tools and 
Methods for Intellectual Property Management—Guidance.
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• Companies without established IP management 
processes and those which rely on the support 
of external IP service providers, i.e., patent at-
torneys, patent search agencies, patent fees ser-
vice providers, etc., will in the future also expect 
them to behave in a standard-compliant manner 
about the outsourced processes and to provide 
corresponding proof of conformity.29 

• For IP service providers, the standard is still be-

coming a differentiating factor in attracting new 
customers and clients. In addition, based on the 
standard, new services will also emerge, e.g., in 
the areas of training, consulting, and auditing.30 

In summary, the standard provides important guid-
ance in designing and continuously improving effective 
processes and meeting IP compliance requirements. ■

Available at Social Science Research Network (SSRN): 
https://ssrn.com/abstract=4179676.

29. Rajorshi Sen Gupta, “Risk management and Intellectual 
Property Protection in Outsourcing,” Global Business Review, 
19 (November 2018) 393-406.

30. Marcus Holgersson, Sarah van Santen, “The Business of 
Intellectual Property: A Literature Review of IP Management 
Research,” Stockholm Intellectual Property Law Review, 1 (July 
2018) 44-63.


