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Data protection statement on the processing of personal data in the context of the EPO external
communication platform (“epo.org”)

Protecting your privacy is of the utmost importance to the European Patent Office (EPO). We are committed
to protecting your personal data and ensuring respect for data subjects' rights when performing our tasks and
providing our services. All data of a personal nature that identify you directly or indirectly will be processed
lawfully, fairly and with due care.

The processing operations described below are subject to the EPO Data Protection Rules (DPR).
The information in this statement is provided in accordance with Articles 16 and 17 DPR.
1. What is the nature and purpose of the processing operation?

This data protection statement explains the way in which the EPO collects and process personal data when
you use the EPO external platform (“epo.org”). The platform provides users with a user-friendly environment
to interact with the Office promoting efficient digital exchange of information according to the lines of action
envisaged in the Strategic Plan, and more specifically in the pursuit of further digitalisation of the
administration.

For instance, it is used by EPO to contact users requesting information or support related to EPO activities
and events (such as the website feedback, the “Press Call Back” services, the Discussion Forums section); to
promote EPO’s activities and events to the community (e.g. by publishing audio-visual material related to the
EPQ’s activities), to handle the event and webinar management services, including audience management
(e.g. to contact inventors for the organisation and management of the European Inventor Award) as well as
providing information regarding patent products and patent granting procedure (such as, the “find a
professional representative” function, the oral proceedings calendar or the publication of specialised
information for the journalist related to EPO services, activities and events).

Personal data are processed for the following purposes:

- tomaintain basic technical services of the website, including the processing of platform’s user personal
data for provision of enhanced web services.

- to contact users requesting information or support with regards to EPO activities, services or events

- to manage certain services related to the patent granting processes

- to collect feedback

- to promote EPQ’s activities and events.

Additional services accessible via the platform or activities organised and managed by the EPO might
require the processing of personal data for other and further purposes.

For more information about those processing operations (such as the organisation of general meetings and
events, the European Inventor Award and the Young Inventor Prize sub-website, or the subscription to
newsletter services) please consult the dedicated data protection statements available on the Data protection
page on the EPO website.

We do not have social plug-ins for epo.org, however we use social media to communicate our work and better
engage with the public. On the epo.org you might find services or links related to those platforms. Please bear
in mind that if you use the services or access the social media via epo.org, the social media provider might
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process personal data about you. Each social media provider has its own policy on how it processes your
personal data when you access its website. We therefore encourage you to refer to the various providers'
privacy policies for more information on the purposes and scope of their processing of the personal data.

The processing is not intended to be used for any automated decision-making, including profiling.

Your personal data will not be transferred to recipients outside the EPO which are not covered by Article 8(1),
(2) and (5) DPR unless an adequate level of protection is ensured. In the absence of an adequate level of
protection, a transfer can only take place if appropriate safeguards have been put in place and enforceable
data subject rights and effective legal remedies for data subjects are available, or if derogations for specific
situations as per Article 10 DPR apply).

2. What personal data do we process?
The following categories of personal data are processed:
General web analytics information

- IP address (anonymized by removing part of the address)

- Date and time of the request

- Title of page being viewed (page title)

- URL of page being viewed (page URL)

- URL of page that was viewed prior to the current page (referrer URL)

- Screen resolution used

- Local time in user’s time zone

- Files that were clicked and downloaded

- Links to an outside domain that were clicked

- Pages generation time (i.e. the time it takes for webpages to be generated by the webserver and
downloaded by the user)

- Location of the user: country, region (based on masked IP address)

- Main language of the browser used (accept-language header)

- User agent of the browser used (user-agent header)

For EPO internals (providing editorial access)

- First name and surname
- Email address

For externals (e.g. users contacting the EPO through epo.org or applicants, inventors, legal representatives):

- Title, if applicable

- First name and surname

- Country of residence, if applicable

- Email address (personal and/or professional)

- Postal address (personal and/or professional), if applicable

- Telephone/mobile number (including country code) (personal and/or professional), if applicable

- Fax (including country code), if applicable

- Statements, comments and opinions shared in the additional/feedback/background comment sections
or discussion forums

- Preferred language of contact

- Contact details from professional representatives or participants in oral proceedings

- Enquiry description and/or reference numbers and any statements/comments and/or opinions shared
as part of the information exchange between the EPO and the user



- Additional information requested depending on the nature of the processing operation
3. Who is responsible for processing the data?

Personal data are processed under the responsibility of Principal Directorate Communication (“PD
Communication), acting as the EPO's delegated data controller.

Personal data are processed by the EPO staff involved in managing the initiative, project or activity of PD
Communication and Business Information Technology (“BIT”) business units referred to in this statement.

External contractors involved in providing a platform or maintaining certain services may also process personal
data, which can include accessing it.

4. Who has access to your personal data and to whom are they disclosed?

Personal data are disclosed on a need-to-know basis to the EPO staff working in PD Communication, BIT
Online Solutions and BIT Security.

However, please bear in mind that some online tools and services available on the platform (e.g., contact forms
or patent granting and related procedures) may be under the responsibility of different organisational units. In
that case, for further information on the processing of your personal data please refer to the applicable data
protection statement for the specific online form.

Personal data may be disclosed to third-party service providers for maintenance and support purposes.

Personal data will only be shared with authorised persons responsible for the necessary processing
operations. They will not be used for any other purposes or disclosed to any other recipients.

5. How do we protect and safeguard your personal data?

We take appropriate technical and organisational measures to safeguard and protect your personal data from
accidental or unlawful destruction, loss or alteration and unauthorised disclosure or access.

All personal data are stored in secure IT applications in accordance with the EPQO's security standards.
Appropriate levels of access are granted individually only to the above-mentioned recipients.

For systems hosted on EPO premises, the following basic security measures generally apply:

e User authentication and access control (e.g., role-based access control to the systems and network,
principles of need-to-know and least privilege)

e Logical security hardening of systems, equipment and network

e Physical protection: EPO access controls, additional access controls to datacentre, policies on locking
offices

e Transmission and input controls (e.g., audit logging, systems and network monitoring)

e Security incident response: 24/7 monitoring for incidents, on-call security expert.

In principle, the EPO has adopted a paperless policy management system; however, if paper files containing
personal data need to be stored on EPO premises, they are locked in a secure location with a restricted access.

For personal data processed on systems not hosted on EPO premises, the providers processing the personal
data have committed in a binding agreement to comply with their data protection obligations under the
applicable data protection legal frameworks. The EPO has also carried out a privacy and security risk
assessment. These systems are required to have implemented appropriate technical and organisational
measures such as: physical security measures, access and storage control measures, securing data at rest



(e.g. by encryption); user, transmission and input control measures (e.g. network firewalls, network intrusion
detection system (IDS), network intrusion protection system (IPS), audit logging); conveyance control
measures (e.g. securing data in transit by encryption).

6. How can you access, rectify and receive your data, request that your data be erased, or
restrict/object to processing? Can your rights be restricted?

You have the right to access, rectify and receive your personal data, not to be subject to a decision based
solely on automated processing, to have your data erased and to restrict and/or object to the processing of
your data (Articles 18 to 24 DPR).

If you would like to exercise any of these rights, please write to the delegated data controller at
pdcommdpl@epo.org (for internals) and DPOexternalusers@epo.org (for externals). In order to enable us to
respond more promptly and precisely, you always need to provide certain preliminary information with your
request. We therefore encourage you to fill in this form (for internals), this form (for externals), and/or this form
(for pensioners)) and submit it with your request.

We will reply to your request without undue delay and in any event within one month of receipt of the request.
However, Article 15(2) DPR provides that this period may be extended by two further months where necessary
in view of the complexity and number of requests received. We will inform you of any such delay.

7. What is the legal basis for processing your data?

Personal data are processed in accordance with Article 5 a) and d) DPR:

a) processing is necessary for the performance of a task carried out in the exercise of the official activities
of the European Patent Organisation or in the legitimate exercise of the official authority vested in the

controller, which includes the processing necessary for the Office's management and functioning.

d) the data subject has given explicit consent to the processing of his or her personal data for one or
more specific purposes (e.g., including profile pictures to their profiles).

8. How long do we keep your data?
Please note that, in cases where the personal data is collected by other organisational units via the platform,
they will be stored and deleted according to the applicable and respective retention period(s) determined by

the delegated data controller, i.e.: the relevant organisational unit.

Personal data will be kept only by PD Communication for the time needed to achieve the purposes for which
it is processed and then deleted from its databases as follows:

Personal data related to editorial access will be deleted once the user leaves the office or switches to a role
that no longer requires editorial access.
Information obtained via the web analytics is stored and deleted after a maximum period of 10 years

Personal data related to contact details (e.g.: hame, surname, email address, affiliation) are stored for a
maximum period of 5 years and subsequently deleted.

Personal data featured in press releases and other external publications (e.g.: PD Communication newsletters)
will be stored and deleted after 10 years.
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Personal data related to events, conferences and meeting agendas will be stored and deleted after 3 years.

Content published on epo.org general webpage (e.g. corporate multimedia material) and integrated pages will
be stored and deleted after 10 years as of the date when the document is archived from the website.

As for personal data related to tracking information, it will be stored and deleted according
to the relevant cookie policy in place for the event, if applicable.

In the case of a formal appeal/litigation, all data held at the time the formal appeal/litigation was initiated will
be retained until the proceedings have been closed.

9. Contact information

If you have any questions about the processing of your personal data, please write to the delegated data
controller at pdcommdpl@epo.org (for internals) and DPOexternalusers@epo.org (for externals)

You can also contact our Data Protection Officer at dpo@epo.org.
10. Review and legal redress

If you consider that the processing infringes your rights as a data subject, you have the right to request review
by the controller under Article 49 DPR and, if you disagree with the outcome of the review, the right to seek
legal redress under Article 50 DPR.

11. Cookie policy

For further information on the use of the cookies when accessing epo.org website, please refer to the cookie
policy available on the website and accessible via this link.

12. Amendments to this data protection statement

The EPO has always aimed to keep our data protection framework in line with the latest developments and
best practices. Given the nature of the personal data processed and the technical needs of the department,
we will update this statement accordingly. We therefore encourage you to consult it on a regular basis.
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