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Circular No. 421 
EPO video surveillance policy 

Article 1 – Introduction 

 

(1) The exponential growth of technologies in which personal data is processed, including video 

surveillance systems, has raised concerns over the fundamental rights and freedoms of data 

subjects, especially since the introduction of intelligent video analysis tools as part of them. 

Despite the genuine safety and security purposes that these systems intend to serve, the impact 

that they have on privacy and data subject rights deserves special attention.  

(2) The use of video surveillance in accordance with the video surveillance policy set out here 

(hereinafter "this policy") is part of the Physical Security Guidelines (Circular No. 381). This policy 

is intended to provide the framework and guiding principles according to which the video 

surveillance system (hereinafter "VSS") at the EPO is designed, deployed and used. It describes 

the VSS and the safeguards put in place by the EPO to ensure the protection of personal data, 

privacy and other fundamental rights and legitimate interests of individuals affected by the VSS 

and to ensure that the VSS is in continuous compliance with the legal framework applicable to 

the protection of personal data at the EPO, as enshrined in particular in Articles 1b and 32a of 

the Service Regulations and related rules.  

(3) This policy will be subject to review by the EPO department operating the VSS under the 

responsibility of the delegated controller every two years, with the first review being carried out 

by the end of 2024. During the reviews the EPO will examine the need for the VSS, whether it 

continues to serve its defined purpose, its scope and the existing alternatives. The review will 

take into account legislative developments to ensure this policy continues to comply with the 

applicable legislative framework. Copies of the periodic review reports will be available on the 

EPO intranet and/or website. 

(4) With the introduction of new Data Protection Rules (hereinafter "DPR") and this policy, the EPO 

is aligning itself with the highest international standards and the best practices followed in other 

international organisations and at EU institutions, bodies and agencies in the light of the 

recommendations of the European Data Protection Supervisor and the European Data 

Protection Board. 
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Article 2 – Field of application 

 

This policy applies to all natural persons (hereinafter "data subjects") who, from the moment they 

are in the direct vicinity of or enter EPO premises, can be identified, either directly or indirectly, and 

whose personal data is processed by the VSS. This includes the cameras used for automatic number 

plate recognition (hereinafter "ANPR") that are deployed at some EPO car park entrances to 

authorise staff and visitor vehicles to enter and make use of the EPO parking facilities. 

Article 3 – Principles 

 

In line with the EPO data protection framework, this policy is based on the following key principles.  

(a) Lawfulness, fairness and transparency 

The use of the VSS is necessary for the correct management and functioning of the EPO. 

The use of the VSS is lawful in accordance with Article 5(a) and Article 5(e) DPR. In 

addition, it finds a legal basis in Circular No. 381, which requires the EPO to implement the 

security principles defined therein and specifies which areas may be covered by video 

surveillance (Article 7) to protect the EPO's staff, third parties on the EPO's premises and 

the assets of the European Patent Organisation. 

Pursuant to Article 20 of the Protocol on Privileges and Immunities of the European Patent 

Organisation, the Organisation has the duty to co-operate with the competent authorities of 

the contracting states, including to ensure the observance of police regulations, which 

includes security matters. This policy does not detract from this duty.  

Personal data can also be considered lawfully processed when it is used to protect the vital 

interests of data subjects or of another natural person.  

Information on the existence of the VSS will be made available to the public. This information 

will be provided in a layered approach by means of signs and the publication of this policy.  

(b) Purpose limitation 

The purposes of the processing operations are to be able to address security and operational 

safety concerns efficiently, verify identities and control access to EPO buildings and 

information processing facilities (e.g. EPO data centre).  

Personal data which is not relevant or necessary to achieve the intended purposes is not 

collected.  

The processing of personal data for other purposes is still possible, provided those purposes 

are compatible with the primary ones. In such cases, and prior to the processing operation, 

the delegated controller will perform a compatibility assessment to determine the degree of 

compatibility of the processing operation. The outcome of the assessment will determine 

whether the additional purposes are explicitly or implicitly covered and provide the necessary 

guidance to determine whether the processing is fair and can take place. 
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The system is used to monitor the perimeter of our buildings and access to the buildings and 

to areas where sensitive information is processed or stored, thus enhancing the protection of 

intellectual property and sensitive information.  

In the event of incidents such as intrusion, theft or evacuation, the system is also used to 

support the operational safety activities of the external security contractor responsible for 

executing the associated processes.  

The delegated controller ensures that personal data is processed for the specified, explicit 

and legitimate purposes for which it was collected (purpose specification), preventing any 

further processing that may be incompatible with those purposes (compatible use). If the data 

is processed for several purposes, each of them is explicitly mentioned.  

(c) Data minimisation 

The VSS is designed to capture only personal data that is adequate, relevant and limited to 

the intended purposes.  

If surveillance cameras or other auxiliary items are equipped with sound-receiving or sound-

transmitting devices, these are disabled or turned off. This does not apply to intercom 

cameras where the sound device is used to facilitate communication with the data subject, 

but in these cases the sound transmitted or received is not recorded. Similarly, the selection 

of technical solutions is limited to systems that provide only the functionalities needed, and 

any functions not required are deactivated.    

When selecting technical solutions, the delegated controller will first consider privacy-friendly 

systems that would allow the scrambling or masking of areas that are not relevant for the 

intended surveillance purposes, or those that entail privacy concerns.  

The VSS processes the following personal data: 

▪ name, surname and staff number of users who access the software applications used to 

monitor video surveillance cameras 

▪ images of staff, visitors and contractors and their vehicles who access EPO premises, 

including the images' date and time stamp 

▪ images of staff, visitors and contractors who access or leave the different EPO security 

zones or are in the high-security or core utilities zones 

▪ number plates of staff and visitors who access EPO parking facilities  

▪ metadata from the images captured by the system (e.g. motion, direction, time, speed). 

 

Metadata embedded in the images is used to identify security breaches such as abandoned 

items and movements that are suspicious, in unusual directions or erratic, and so to trigger 

alarms. It optimises use of the system by reducing the time security officers need to spend 

looking at the images. Metadata also enables faster searches in stored images without the 

need to spend large amounts of time. 

The VSS does not: 

▪ collect any special categories of personal of data  

▪ make use of biometric data  
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▪ record conversations 

▪ record images of persons in areas subject to heightened expectations of privacy. 

 

The delegated controller will consult the Data Protection Officer (hereinafter "DPO") about 

any changes to the categories of personal data collected or the areas monitored by the VSS 

before those changes are implemented.  

Areas under surveillance 

 

The EPO has established a security-zoning model in which areas have been delimited based on the 

security risks that they face and the safety processes that they support. In this model there are five 

distinct security zones, ranging from the lowest-security level or zone zero, which comprises publicly 

accessible spaces, to the highest-security level or zone four, where confidential data is processed 

or stored. The deployment of video surveillance cameras in these zones is based on regular risk 

assessments by the EPO which are detailed in the record of processing activities for the VSS.  

The brand, type, function, location and purpose of each video surveillance camera are included in a 

confidential document and can be consulted by the DPO and the delegated controller. 

ANPR cameras are also deployed and serve as means to facilitate access for staff and their vehicles 

to the parking areas located on EPO premises.  

Areas subject to heightened expectations of privacy, such as offices, leisure areas, canteens, bars, 

cafeterias, toilets, showers and changing rooms, are not monitored.  

A data protection impact analysis is conducted in all cases where the processing operation is likely 

to result in a high risk to the rights and freedoms of data subjects.  

(d) Accuracy 

The delegated controller ensures that personal data is accurate and kept up to date, making 

sure any inaccurate data is erased or rectified without delay, having regard to the purposes 

for which it is processed. 

To apply this principle, the delegated controller puts in place the necessary standard 

operating procedures (SOPs), which can be consulted by the DPO. The SOPs define the 

steps taken to ensure that personal data processed or stored in the VSS is regularly checked, 

ensuring the data collected is up to date and accurate. The SOPs also define the process 

followed to correct any outdated or inaccurate data whenever found by the delegated 

controller or reported by the data subject (Article 19 DPR: right to rectification; and Article 20 

DPR: right to erasure). 

The VSS is connected to the EPO time server, which synchronises the access control and 

security management system logs, making sure that all events recorded by either are 

accurately reported. 
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(e) Storage limitation 

Personal data is deleted as soon as it is no longer needed for the purposes for which it was 

collected.  

Considering the lawful basis and purposes established for processing personal data using 

the VSS, the maximum retention period for images captured is set at seven days,1 after which 

the images are automatically erased. This retention period can be extended for backups of 

images related to identified incidents where the footage becomes part of the evidence to 

support investigations, appeals, litigation or claims. It can be extended until the 

investigations, appeals, litigation or claims are resolved. 

(f) Integrity and confidentiality 

The delegated controller ensures that all appropriate technical and organisational measures 

to maintain the security and confidentiality of personal data are in place, including protection 

against accidental loss, harm, destruction, damage or dissemination. The security measures 

are analysed and regularly reviewed and adapted on a case-by-case basis.  

Under point 6.9 of the General Conditions of Contract and, where applicable, the conditions 

agreed in the data processing agreements signed with the companies, all contractors 

processing personal data ensure that it is processed in accordance with the applicable laws 

and regulations, in particular with the DPR. Internal staff too are bound by the DPR.   

The delegated controller is responsible for implementation of the necessary technical and 

organisational measures that guarantee the integrity and confidentiality of the personal data 

processed or stored in the VSS. These measures are proportionate to the risk of destruction, 

alteration, unauthorised access or disclosure that the VSS entails to the rights and freedoms 

of the data subjects impacted. 

Protection measures 

 

Personal data processed or stored in the VSS is protected in a way that allows the segregation of 

functions and limits access to personal data based on roles and functions.  

As far as technically possible, the delegated controller implements the applicable ISO 27001 

controls, especially those established for mobile devices and teleworking, human resource security, 

asset management, media handling, access control, cryptography, secure areas and equipment 

security.  

Regular internal checks (vulnerability tests) are performed to verify the integrity, confidentiality and 

availability of the system and its components, as well as the level of compliance with the controls 

mentioned above.  

Access to the VSS application requires authentication via Business Information Technology tools 

(password/active directory) plus an additional password for the application.2 

 
1 The retention periods of other categories of data are indicated in the VSS record of processing activities.  
2 Implemented in The Hague and to be gradually applied to the other EPO sites in the near future.  
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All images recorded are encrypted. All personal data is stored in secure IT applications in 

accordance with EPO security standards. These include:  

▪ user authentication: all workstations and servers require the standard login, mobile devices 

require login to the EPO enclave, privileged accounts require additional, stronger authentication 

▪ access control (e.g. role-based access control to the systems and network, principles of need to 

know and least privilege): separation into administrator and user roles, users have minimum 

privileges, reduction of overall administrator roles to a minimum 

▪ security hardening of systems, equipment and network: 802.1x for network access, encryption 

of endpoint devices, antivirus on all devices 

▪ physical protection: EPO access controls, additional access controls to data centre, policies to 

lock offices 

▪ transmission and input controls (e.g. audit logging, system and network monitoring): security 

monitoring with specialised software that analyses machine-generated data to detect threats 

▪ security incident response: 24/7 monitoring for incidents, on-call security expert. 

Access to personal data  

 

A limited number of persons with a need to know and who are regularly trained in data protection 

are granted permission to access personal data or the systems in which it is processed or stored. 

The list of persons who have access is contained in the confidential document "List of persons who 

have access to the VSS with their access rights".  

Each individual's access is based on their role and responsibilities and is always limited in time and 

purpose to the minimum needed to perform their specific duties (e.g. security, maintenance, system 

administration).  

Security personnel in charge of protecting EPO buildings are granted access to the last 60 minutes 

of recordings. The purpose of this access is the processing of alarms and support for emergencies 

during that limited time frame. 

The list of individuals with access to personal data or systems in which it is processed or stored is 

regularly reviewed and updated. Procedures for granting, changing and revoking access are readily 

available.  

Access to personal data stored in the system (e.g. to evaluate an incident) requires the prior approval 

of the delegated controller, who may consult the DPO. All details regarding access to personal data 

are recorded in the document: "Access to personal data logs".  

Disclosure of personal data 

 

Personal data processed or stored in the VSS is used only internally by the EPO department 

operating the VSS and staff of its external security contractor to assist them in the performance of 

their duties.  

Other persons have the right to access their personal data on request to the delegated controller 

who may consult the DPO for advice. 
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In the event of highly unsafe driving behaviour, the delegated controller can provide access to the 

video footage of the incident to the EPO safety experts for their analysis and expert advice, 

consulting the DPO for advice if necessary. 

In the case of accidents or incidents that entail insurance claims, the delegated controller can also 

provide access to the relevant video footage to the company processing the claim, provided all the 

relevant DPR provisions for such disclosure are respected. 

The delegated controller maintains an accurate register documenting disclosure, including its legal 

basis, date and time, the type of personal data disclosed and the recipients. 

Article 4 – Individual rights 

 

Right to be informed 

 

(1) Individuals have the right to obtain confirmation from the controller as to whether or not their 

personal data is being processed. Data subjects will receive information in accordance with 

Article 16 DPR. Information on the presence of the VSS will be made available to the public. This 

information will be provided in a layered approach as follows. 

(2) The first information layer consists of information signage. The signs, of an appropriate size 

depending on their location, will be clearly visible and readable. They will provide the details of 

the delegated controller, the purpose of the processing operations and contact information. They 

will also indicate where to find any relevant additional information, such as data subject rights. 

This will be achieved with either a link or a QR code to a location where data subjects can easily 

find the information. 

(3) The second layer is this policy, accessible at the links given on the warning signs and readily 

available in hard copy in the reception areas of EPO buildings.  

(4) It is not necessary to make camera positions public, as long as it is easy for data subjects to 

recognise that they are entering areas being monitored.    

Other data subject rights 

(1) Individuals recorded by the VSS have the right to access the footage, and the right to rectification, 

the right to object, the right to erasure and the right to the restriction of processing.  

(2) Data subjects can exercise any of the above-mentioned rights by sending a written request to 

the delegated controller, who will respond within a month of the date of receipt of the request.  

(3) The delegated controller will process requests related to access to and provision, erasure, 

correction, rectification or completion of personal data without undue delay and no later than a 

month from receipt of the request.  

(4) The delegated controller can refuse to provide the information if it can be proven that the request 

is manifestly unfounded or excessive.  
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Article 5 – Training  

 

(1) The DPO will promote regular data protection training programmes and raise awareness among 

EPO staff involved in processing operations. The contract managers of contractors involved in 

the processing operations will ensure that the contractor's staff are adequately trained to comply 

with this policy.  

(2) The training, which is compulsory for all staff given access to live or recorded personal data, will 

include as a minimum the risks that the processing operations entail for personal data, with 

special reference to the precautions taken if personal data from special categories is processed. 

The following points will be covered: 

− the EPO policy for recording and retaining information 

− how to handle the information securely 

− what to do if a request for information is received, for example from the police 

− how to recognise a data subject request and what to do if one is received 

 

Article 6 – Documents to be maintained by the delegated controller (confidential)  

 

▪ Map with the locations of all video surveillance cameras 

▪ Vulnerability test with results and action list plus status of completion 

▪ Data protection impact analysis  

▪ Data protection training logs 

▪ Access to personal data logs 

▪ List of persons who have access to the VSS with their access rights  

▪ Standard operating procedure (SOP) for granting, changing and revoking physical and logical 

access 

▪ SOP for verifying the accuracy of personal data processed or stored 

▪ Contract with security providers 

▪ EPO security model, including security zones 

Article 7 – Contact details 

 

Individuals can address queries to the EPO's delegated controller at the following email address: 

dpl.pd44@epo.org. 

You may consult the DPO at the following email address: dpo@epo.org. 

 

mailto:dpo@epo.org
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Annexes  

▪ Data Protection Rules 

▪ Circular No. 380 

▪ Circular No. 381 

  

Munich, 16.12.2022.  

The President of the European Patent Office  

 

António Campinos  

 

https://csprod-epo.opentext.cloud/otcs/llisapi.dll/fetchcsui/-4294079/4294091/Annex_1_to_the_Circ_Data_Protection_Rules_CA_D_5_21.pdf?nodeid=4371437&vernum=-2
https://csprod-epo.opentext.cloud/otcs/llisapi.dll/fetchcsui/-4294079/4294091/Annex_2_to_the_Circ_Circ_380.pdf?nodeid=4369395&vernum=-2
https://csprod-epo.opentext.cloud/otcs/llisapi.dll/fetchcsui/-4294079/4294091/Annex_3_to_the_Circ_Circ_381.pdf?nodeid=4371438&vernum=-2
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