
New Data Protection Framework at the EPO 
OUR AIM
together to better protect personal data

FULL
ORGANISATIONAL
INDEPENDENCY

DATA
PROTECTION
FRAMEWORK

INTERNAL CONSULTATION

INTERNAL AWARENESS
CAMPAIGN

EXTERNAL
CONSULTATION

CONTROLLER & PROCESSOR
AND THEIR RESPONSIBILITIES: 

DATA PROTECTION BOARD

DPO AND DPLS

DPO and DP O�ce full 
organisational 
independency

Revision of the DPG and 
preparation of modernised 
and overall Data Protection 
Framework

across all DGs, including 
Sta� Representation

training and information 
material for all sta�

DP experts and academics

data processing can only take place with the data 
subject’s consent (or with another lawful ground 
under the EPO Data Protection Rules), and must be 
carried out in accordance to their expectations and 
wishes, through transparent processing 
operations, purposes and requisites and with a 
clear definition of rules, risks, safeguards and 
rights.

The EPO is responsible for its processing 
of personal data and must be able to 
demonstrate compliance with the EPO 
Data Protection Rules through active and 
continuous implementation of 
safeguards and measures.

processing of personal data only for a 
specific, well-defined purpose or for 
purposes that are compatible with the 
original one.

implement appropriate 
technical and/or organisational 
measures to protect data 
subjects.

prompt deletion or 
anonymisation of personal data 
no longer needed for the original 
purposes.

Each individual is a data subject and has the 
right to: (The restriction of these rights is 
strictly conditioned.)

data protection by design & by default; delegation of controllership; records of 
processing operations and DP statements.

oversight body with monitoring function and a role in the legal redress mechanism.

mediate between stakeholders to facilitate and catalyse data protection compliance and 
EPO accountability, sustainability and corporate social responsibility.

PBoA
PBoA is the controller for the processing under the Act of Delegation

of personal data stored - keep 
accurate, timely update, rectify 
or delete when inaccurate.

data processing limited to what is 
strictly necessary to fulfil a legitimate 
purpose.

everybody has a role to play:
get on board!

With this new framework the EPO is aligning to the 
highest international standards and best practices, 
keeping the pace with technological developments 
while remaining faithful to the EPO institutional set up. 
The rights to privacy and data protection of each 
individual interacting with the O�ce, be it sta� 
members or external stakeholders, are the very core of 
this reform. 

OUR PRINCIPLES

WHO PROCESSES
THE DATA

RIGHTS FOR
INDIVIDUALS

WHO PROCESSES THE DATA

all-round protection and clear responsibilities

For the protection of privacy and personal 
data of sta� and users worldwide

INFORMATION

ACCESS THEIR DATA

RECTIFICATION

ERASURE (“RIGHT TO BE FORGOTTEN”)

RESTRICTION OF PROCESSING

DATA PORTABILITY

OBJECT

EXAMPLES OF
PERSONAL
DATA

CREATION OF 
A NETWORK

Creation of a network of data 
protection liaisons (DPLs)

MAPPING OF
ALL PROCESSES
Mapping all processing 

operations involving 
personal data at the EPO

CONTACT INFORMATION

PHYSICAL CHARACTERISTICS 

COMPENSATION DATA

LOCATION INFORMATION

PERFORMANCE DATA

ONLINE IDENTIFIERS

SENSITIVE DATA: 
HEALTH DATA, POLITICAL OPINIONS,
SEXUAL ORIENTATION. 

CONFIDENTIALITY AND SECURITY OF PROCESSING

DATA PROTECTION IMPACT ASSESSMENT (DPIA)

PERSONAL DATA BREACH MANAGEMENT

TRANSMISSION

TRANSFER

PROCESSING SPECIAL CATEGORIES OF PERSONAL DATA

LEGAL REDRESS FOR INTERNAL AND EXTERNAL DATA SUBJECTS

BOARDS OF APPEAL JUDICIAL ACTIVITIES ARE EXCLUDED FROM THE COMPETENCE OF THE DPB AND LEGAL REDRESS MECHANISMS


