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Data protection statement on the processing of personal data within the framework of the 50 years
celebration of the European Patent Office (EPO)

Protecting your privacy is of the utmost importance to the European Patent Office (EPO). We are committed
to protecting your personal data and ensuring respect for data subjects' rights when performing our tasks and
providing our services. All data of a personal nature that identify you directly or indirectly will be processed
lawfully, fairly and with due care.

The processing operations described below are subject to the EPO Data Protection Rules (DPR).
The information in this statement is provided in accordance with Articles 16 and 17 DPR.

In 2027, the EPO will celebrate the 50th anniversary of the EPO. For the better planning, organisation and
management of the event activities, this data protection statement explains the way in which Principal
Directorate Communication (PD Communication), the organisational unit involved in the preparation of the
event activities, will collect the relevant information (e.g. memorabilia, contact details) and prepare the
celebration activities.

1. What is the nature and purpose of the processing operation?

This data protection statement describes how the EPO in general, and PD Communication in particular
processes the personal data collected from EPO employees and external stakeholders for the purpose of
preparing and pre-organising activities in the context of the EPO 50 years celebration.

Consequently, personal data are processed for the following purposes:

1. Organising and managing of activities

- To plan, coordinate and manage the events and initiatives related to the EPO’s 50-year anniversary
(such as contests, commemorations, exhibitions, workshops, internal and external celebrations).

- For online events: to use general hosting sites and interactive tools such as, but not limited to MS
Teams, Zoom, Spark up and Slido. These sites/tools can be used by participants to send their
questions anonymously; however, it is encouraged that all questions be shared with a name since this
helps the EPO engage more personally with data subjects.

- To handle registrations, participation lists, invitations, and logistical arrangements for EPO employees
and guests.

- In the case of meetings/events with speakers, panellists or moderators, additional data may be
collected to ensure smooth co-ordination and support promotional activities.

- To communicate practical information and updates to participants before, during and after each activity
(e.g. on-site interviews asking for feedback, emails, surveys, etc.)
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- For certain meetings/events, to collect personal data related to contest entries or participation in
competitions such as but not limited to drawing or storytelling contests.

Promoting internal communication and employee engagement

- To encourage employees’ participation through calls for volunteers, contests, and other internal
initiatives.

- To recognise and showcase employee contributions, talent and achievements in connection with the
anniversary (e.g. sharing of testimonials, creation of the EPO 50 years book, collecting and publishing
written contributions).

Creating and publishing of communication and promotional content

- To produce, edit and disseminate multimedia content (photos, videos, books, interviews, testimonials,
publications, and digital materials) illustrating the EPOs history, milestones and vision for the future.

- To publish such content on internal and external communication channels (company website, social
media accounts, printed materials, newsletters, etc.) for awareness and promotion of the anniversary.

- To maintain an internal and/or public archive of the 50 years celebration and related materials.

Contacting and collaborating with public relations professionals and other external stakeholders

- To collaborate with external stakeholders, partners, suppliers, contractors, media and public
institutions involved in the 50 —years celebration activities.

- To share or exchange limited and relevant data necessary for coordinating these collaborations (e.g.
names, contact details of contact persons).

- To allow external stakeholders to act as multipliers of the anniversary content — meaning they may
disseminate, re-use or adapt official materials for communication and outreach purposes, under
agreed conditions and respecting data protection principles.

The EPO may use the materials on social media to inform people about and promote event activities
through widely used and contemporary channels, such as but not limited to YouTube, LinkedIn,
Instagram, Twitter, Facebook. As these platforms have their own privacy policies for the content they
host, we invite you to consult them for additional information.

Cookies and online tracking

The EPO may use cookies on meeting/event landing pages to offer you the best possible user experience.
Information collected via the installed cookies, including your personal data, might be stored and shared
with third parties according to the specific policies of the meeting/event platform used.

If you use the social plug-in functions or watch one of our videos posted on YouTube and embedded on
the meeting/event page, please be aware that this information may also be transmitted directly from your
browser to the social media provider concerned and then stored. Similarly, if you are logged into one of
your social network accounts while visiting the meeting/event page, the social media provider concerned
may assign the visit to your account and combine this additional information with other data already stored.

Documenting and preserving

- Statistical purposes: when, for example, a data subject completes a form to attend an event, the
registration platform collects personal data required for participation. Additionally, it may collect other
personal data for statistical purposes, such as country or gender. This information is processed by in
an anonymised way and statistical format. A The EPO is aware that some personal data requested for
statistical purposes and to support the EPO’s Diversity and Inclusion objectives may be sensitive, so
a *Prefer not to say” option is available. This will not affect their event registration or participation

- In general, to document the celebration and maintain records of activities, participants, publications
and media outputs as part of the company’s institutional memory.

- To evaluate the reach and effectiveness of the anniversary initiatives and improve future corporate
communication and engagement strategies.
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7. Ensuring compliance
- To ensure compliance with the EPO Data Protection Rules and EPO Retention Policy.
- To safeguard security and proper management of personal data processed in connection with the
anniversary.

The processing is not intended to be used for any automated decision-making, including profiling.

The processing is not intended to be used for any automated decision-making, including profiling. Your
personal data will not be transferred to recipients outside the EPO which are not covered by Article 8(1), (2)
and (5) DPR unless an adequate level of protection is ensured. In the absence of an adequate level of
protection, a transfer can only take place if appropriate safeguards have been put in place and enforceable
data subject rights and effective legal remedies for data subjects are available, or if derogations for specific
situations as per Article 10 DPR apply.

2. What personal data do we process?

We process personal data before, during and after any activities organised within the framework of this data
protection statement. Consequently, the specific personal data processed may vary depending on the activity.

In general, the following categories of personal data are processed:

- Identification and contact information: title (to address data subjects correctly), name, surname,
ID/passport number, phone number, date of birth, nationality, signature, email and postal addresses.

- Professional details: profession, job position, organisation/company/institution, country and city,
presentations and biographies or CVs.

- Gender: as explained above, users filling in a registration form to participate in an event are asked to
indicate their gender (or indicate “prefer not to say"). This information is processed in an aggregated and
anonymous way for statistical purposes only and is used to support the EPO’s Diversity and Inclusion
objectives.

— Other information provided by the participant when entering a contest that may contain personal data.

- Financial and logistical data (for reimbursement purposes if applicable): bank details, address and
information related to transportation and accommodation.

- Health-related data: for instance, for on-site events or recordings, information such as mobility and dietary
requirements, allergies and intolerances may be gathered where necessary. This information is
anonymised for utmost discretion and used only for the purpose of providing data subjects with the best
possible service.

- Foronline meetings/events: IP address, session entry time or interaction data may be processed if cookies
are used. Participants will be informed of all terms and conditions related to cookies through a dedicated
Cookie Policy.

- Voice, visual and audio-visual material: profile picture, photos, questions or experience-related information
asked during or after any activities, interviews, statements, opinions and other contributions.

- Any other material provided by external stakeholders which is necessary in the context of the preparation
of the EPP 50 years anniversary they wish (or are asked) to participate in.

Please note that personal data of third parties (i.e. information about identified or identifiable individuals who
are not part of the EPO’s employees), such as but not limited to contact details, photographs or video
recordings, may be provided to the delegated controller by its EPO employees or relevant external stakeholder
in connection with anniversary initiatives. The people providing such material are responsible for ensuring that
they are entitled to share it with the company and that any required consent or authorisation has been obtained
from the individuals concerned, in line with this data protection statement.

3. Who is responsible for processing the data?
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Personal data are processed under the responsibility of PD Communication acting as the EPQ's delegated
data controller.

Personal data are processed by the EPO employees involved in managing the diverse activities of PD
Communication referred to in this statement.

External contractors involved in activities such as providing or maintaining online platforms, supporting the
organisation and execution of events, assisting in the creation of content or materials, or providing technical
or operational support, may also process personal data, which can include accessing it as necessary to
perform these services on behalf of the company.

4. Who has access to your personal data and to whom are they disclosed?

Depending on the type of data and its purpose for being processed, personal data are only disclosed on a
need-to-know basis to EPO employees and possibly external providers, their subcontractors and the general
public.

Personal data may be accessed by:

- EPO employees working in PD Communication, on a need-to-know basis

- other departments or organisational units, such as Corporate Services and Legal and International Affairs
involved in administrative processes, events/contest/conferences, as well as internal hospitality, security
and logistics

- external providers that support the delegated controller on any activities, such as meeting/event's logistical
support, creation of audio-visual material or similar services

- subcontractors, providers and suppliers working for the relevant external providers that the EPO might
establish a contractual relationship with

- EPO employees through internal communication tools

- to the public through the EPQO’s external communication channels and tools and may also be shared with
other IP Offices or relevant stakeholders via their communication channels, for the purpose of promoting
this celebration and the EPO in general, and its intellectual property activities

5. How do we protect and safeguard your personal data?

We take appropriate technical and organisational measures to safeguard and protect your personal data from
accidental or unlawful destruction, loss or alteration and unauthorised disclosure or access.

All personal data are stored in secure IT applications in accordance with the EPO's security standards.
Appropriate levels of access are granted individually only to the above-mentioned recipients.

For systems hosted on EPO premises, the following basic security measures generally apply:

e User authentication and access control (e.g. role-based access control to the systems and network,
principles of need-to-know and least privilege)

e Logical security hardening of systems, equipment and network

e Physical protection: EPO access controls, additional access controls to datacentre, policies on locking
offices

e Transmission and input controls (e.g. audit logging, systems and network monitoring)

e Security incident response: 24/7 monitoring for incidents, on-call security expert.
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In principle, the EPO has adopted a paperless policy management system; however, if paper files containing
personal data need to be stored on EPO premises, they are locked in a secure location with a restricted access.
When data are outsourced (e.g. stored, accessed and processed), a privacy and security risk assessment is
carried out and the following general statement might be included in this field:

For personal data processed on systems not hosted on EPO premises, the providers processing the personal
data have committed in a binding agreement to comply with their data protection obligations under the
applicable data protection legal frameworks. The EPO has also carried out a privacy and security risk
assessment. These systems are required to have implemented appropriate technical and organisational
measures such as: physical security measures, access and storage control measures, securing data at rest
(e.g. by encryption); user, transmission and input control measures (e.g. network firewalls, network intrusion
detection system (IDS), network intrusion protection system (IPS), audit logging); conveyance control
measures (e.g. securing data in transit by encryption).

6. How can you access, rectify and receive your data, request that your data be erased, or
restrict/object to processing? Can your rights be restricted?

You have the right to access, rectify and receive your personal data, not to be subject to a decision based
solely on automated processing, to have your data erased and to restrict and/or object to the processing of
your data (Articles 18 to 24 DPR).

All data subjects have the right to object to the processing of their data if they have compelling or legitimate
grounds. To do so, data subjects are encouraged to contact the event/meeting organiser in advance (three
calendar days at the latest) to allow them to take their request into account, as well as state why their legitimate
interests may be prejudiced by the disclosure of their data. This proactive communication will allow the EPO
to consider and accommodate their preferences where possible, thus ensuring their rights are respected in the
meeting/event planning and documentation. For instance, during an online meeting/event, data subjects can
keep their cameras switched off. For on-site events, a specific area can be designated for individuals who
prefer not to be filmed or photographed. Participants who do not wish to be included in visual materials can
also be provided with a discreet badge or lanyard colour that signals their preference to event photographers
and videographers. During the meeting/event, reminders can be given to both photographers and
videographers and the participants themselves so that they can exercise their rights if they did not do so before.
Please note that objecting to the processing.

Ifimages or videos inadvertently capture data subjects who requested not to be photographed or filmed, editing
software can be used to blur or crop them out of the final materials before distribution or publication.

In the context of any contest, your right to rectification applies only to factual personal data submitted as part
of the selection procedure. Data provided to determine eligibility or meet admissibility criteria cannot be
corrected after the closing date for submitting applications.

If you would like to exercise any of these rights, please write to the delegated data controller at pdcomm-
dataprotectionliaison@epo.org In order to enable us to respond more promptly and precisely, you always need
to provide certain preliminary information with your request. We therefore encourage you to fill in this form
form (for externals), form (for internals) and/or form (for pensioners)) and submit it with your request.

We will reply to your request without undue delay and in any event within one month of receipt of the request.
However, Article 15(2) DPR provides that this period may be extended by two further months where necessary
in view of the complexity and number of requests received. We will inform you of any such delay.

7. What is the legal basis for processing your data?

Personal data are processed in accordance with the following legal basis of Article 5 of the DPR:
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a. Processing is necessary for the performance of a task carried out in the exercise of the official activities
of the EPO or in the legitimate exercise of the official authority vested in the controller, which includes the
processing necessary for the EPO's management and functioning, or

b. Processing is necessary for the performance of a contract to which the data subject is party or to take
steps at the request of the data subject prior to entering into a contract, or

c. Processing is necessary if the data subject has given explicit consent to the processing of their personal
data for one or more specific purposes, or

d. Processing is necessary to protect the vital interests of the data subject or another natural person (e.g.
in case of allergic reactions in the context of catering or if an emergency such as a fire, flood or security
threat occurs necessitating evacuation).

For health-related data, personal data are processed in accordance with Article 11(2)(a) of the DPR: "the data
subject has given explicit consent to the processing of those data for one or more specified purposes". This
includes, for instance, dietary requirements or special assistance.

8. How long do we keep your data?

Personal data processed by the EPO or the service providers under its supervision are stored for the period
of time necessary to achieve the purpose for which they have been processed, and then deleted from its
databases as follows:

A)

Personal data related to sound, video and audio-visual recording/photographs or other formats, including

those created for events, meetings, contests and podcasts, as well as for promotional purposes such as

but not limited to books, mugs or printed material; are stored for educational, institutional, historical,

informational and/or promotional purposes for periods ranging from 2, 10 and 25 years according to the

retention categories reflected in the PD Communication Audio-visual Retention Policy, which can be

provided upon request. Overall, meetings/events that may fall within the aforementioned retention

categories are:

- recurrent meetings/events or promotional activities with a low level of newsworthiness (2 years
renewable)

- non-recurrent meetings/events or promotional activities related to the core business of the EPO (e.g.
those held to promote patent knowledge activities (10 years renewable)

- recurrent meetings/events or promotional activities with a high level of newsworthiness related to the
core activity of PD Communication at the EPO (e.g. commemoration events, widely disseminated
publications, high-profile competitions) (25 years renewable)

Personal data related to the contact details of moderators, speakers and all stakeholders or volunteers

that actively participate in activities are stored and deleted according to the following:

- for a maximum period of 5 years as per the EPO Retention Policy, which can be provided to the data
subject upon request

- when the data controller becomes aware that the data subject can no longer be on the list of volunteers
managed by PD Communication (e.g. receipt of an automatic error reply confirming that the contact
details no longer exist)

- until the data subject indicates otherwise

Personal data is kept in the EPO stakeholder database for which PD Communication is the delegated
controller, and shared internally among EPO organisational units, so that they can contact data subjects

for similar future activities.

Additionally, personal data such as short biographies, CVs, intervention titles or any additional personal
data provided by data subjects are stored for a maximum period of 3 years or for a shorter period if the
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EPO becomes aware that the information is outdated or the data subject can no longer be part of the
database (e.g. upon retirement of the speaker)

D) Any other data (e.g.: ID/Passport numbers, date of birth, postal addresses, signature, profession, country,
city of departure, bank details, fiscal code and address for reimbursement purposes, individualised
information regarding the type of transport and accommodation) will be stored and deleted after a
maximum period of 1 year following the meeting/event. Nevertheless, part of the data (i.e. bank details,
fiscal code and address if applicable) are stored a longer period of time for accounting purposes.

E) Health-related data are stored and then deleted after a maximum period of 1 month following the activity
if the data subject has not withdrawn their consent. If consent has been withdrawn, the data will be deleted
without undue delay. If a health-related incident has been reported after the activity, health related data is
stored until the closure of any legal proceedings.

F) Personal data related to EPO newsletter subscriptions will be stored and deleted according to the data
protection statement for the general external tasks and activities carried out by PD Communication. Data

subject can find more information on how their personal data is processed in this context here.

G) Personal data related to tracking information will be stored and deleted according to the relevant Cookie
Policy in place for the meeting/event, if applicable.

H) If personal data are made available on social media channels, please be aware that the retention period
will be determined by the platforms in question.

In the event of a formal appeal/litigation, all data held at the time the formal appeal/litigation was initiated will
be retained until the proceedings have been closed.
9. Contact information

If you have any questions about the processing of your personal data, please write to the delegated data
controller at DPOexternalusers@epo.org.)

You can also contact our Data Protection Officer at DPOexternalusers@epo.org.

Review and legal redress

If you consider that the processing infringes your rights as a data subject, you have the right to request
review by the controller under Article 49 DPR and, if you disagree with the outcome of the review, the right to
seek legal redress under Article 50 DPR.
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