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Data Protection Statement on the processing of personal data within the framework of the management
and consultation of the e-personnel file

Protecting your privacy is of the utmost importance to the European Patent Office (EPO). We are committed
to protecting your personal data and ensuring respect for data subjects' rights when performing our tasks and
providing our services. All data of a personal nature that identify you directly or indirectly will be processed
lawfully, fairly and with due care.

The processing operations described below are subject to the EPO Data Protection Rules (DPR).
The information in this statement is provided in accordance with Articles 16 and 17 DPR.

This statement refers to the processing of personal data relating to permanent and contract staff, as stored in
the e-personnel file, as well as personal data relating to their beneficiaries (family members, dependants and
other natural persons) that staff members provide and that is also stored in the e-personnel file.

1. What is the nature and purpose of the processing operation?

Personal data are processed to establish the electronic personnel file of EPO staff members. The processing
of personal data is not intended to be used for any automated decision making, including profiling.

Your personal data will not be transferred to recipients outside the EPO which are not covered by Article 8(1),
(2) and (5) DPR unless an adequate level of protection is ensured. In the absence of an adequate level of
protection, a transfer can only take place if appropriate safeguards have been put in place and enforceable
data subject rights and effective legal remedies for data subjects are available, or if derogations for specific
situations as per Article 10 DPR apply.

2. What personal data do we process?

The following categories of personal data are processed:

In compliance with Article 2 of Circular No. 262 - Guidelines on personal files for EPO employees, the
following documents containing personal data are processed and uploaded to the personnel file by
authorised staff of the personnel department:

- ldentity card / passport / evidence of nationality / birth certificate/ telephone number/ address/ email
address / recruitment place

- photo (if voluntarily uploaded to their CV by the staff member) / education diplomas / professional
experience and expertise / certificate of good conduct or equivalent

- Opinions from previous employers (reference check before recruitment)

- Job offers and related correspondence / contracts / training courses

- Evidence of military or comparable service or declaration of exemption
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- Proof of physical fitness

- Calculation of experience for recruitment level and promotion

- Decisions on place of home leave, including evidence

- Documents related to the staff member’s reports concerning their ability, efficiency and conduct, as
well as the line manager’s opinion and any comments made by the staff member on such documents

- Decisions on appointments/working conditions / assignments / nomination/ promotion / retirement /
invalidity / administrative enquiries and disciplinary measures

- Documents required to establish and/or update statutory entitlements (the staff member’'s marriage
or divorce certificate, rewards for staff representatives, salary slips), birth certificates of dependent
children and death certificates of the staff member and/or family members that may result in financial
benefits

- Documents related to the staff member’s retirement

- Family / language / functional / expatriation allowances

- Approval of supplementary activities

- Bank loan declaration

- Death insurance declaration: email address, telephone number, physical address, date of birth and
relationship of the beneficiaries designated by the staff member

- Decision on inward transfer of pension rights to the EPO / documents relating to the salary savings
plan

- Documents relating to the suggestion scheme awards

- Documents concerning any change of name

- Any other relevant data supplied by the staff member and necessary to manage their file.

The e-personnel file does not contain any direct reference to the staff member’s political, trade union,
philosophical or religious activities and views, or to their racial or ethnic origin or sexual orientation. However,
limited information referring to these special categories of personal data may be indirectly understood through
the processing of documents which necessarily must be part of the e-personnel file (if applicable), such as
marriage or divorce certificates or the letter issued via the salary services with the calculation of the reward for
staff representation members in the context of the yearly award exercise.

3. Who is responsible for processing the data?

Personal data are processed under the responsibility of PD 4.2 People, acting as the EPQ's delegated data
controller.

Personal data are processed by the EPO staff involved in managing the initiative, project or activity of the
Pensions, taxes and expat services department referred to in this statement and the People services team.

External contractors involved in, for example, providing a platform or maintaining certain services may also
process personal data, which can include accessing it.

4. Who has access to your personal data (including personal data concerning your relatives) that you
have provided to us, and to whom are they disclosed?

Personal data are disclosed to EPO staff working in PD 42 and PD 43 on a need-to-know basis. These are
authorised staff of the personnel department working on HR processes related to the data subjects, including:
- Alimited number of authorised staff working on performance management, talent acquisition,
finance/salary/pension administration
- Current line manager and/or current reporting officers
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- Staff with justified business needs (e.g. in the Legal department for the prevention of litigation or
response to it or in Ethics and compliance in the framework of its investigative mandate)

- The Administrative Tribunal of the International Labour Organization (ILOAT) in case of litigation at
the request of the latter

Personal data may be disclosed to third-party service providers for IT maintenance purposes.

Personal data may be disclosed on a need-to-know basis to the staff member(s) of the unit(s) involved in the
prevention and settlement of legal disputes (whether in internal, judicial or alternative redress mechanisms
conducted by the EPO or any other legal processes involving the EPO), when this is necessary for them to
exercise their official activities, including representing the Office in litigation and prelitigation. Such processing
will take place on a case-by-case basis in accordance with DPR requirements and the principles of
confidentiality and accountability.

Personal data will only be shared with authorised persons responsible for the necessary processing
operations. They will not be used for any other purposes or disclosed to any other recipients.

5. How do we protect and safeguard your personal data and any personal data relating to your relatives
that you provide to us?

We take appropriate technical and organisational measures to safeguard and protect your personal data from
accidental or unlawful destruction, loss or alteration and unauthorised disclosure or access.

All personal data are stored in secure IT applications in accordance with the EPO's security standards.
Appropriate levels of access are granted individually and only to the above-mentioned recipients.

For systems hosted on EPO premises, the following basic security measures generally apply:

e User authentication and access control (e.g. role-based access control to the systems and network,
principles of need-to-know and least privilege)

e Logical security hardening of systems, equipment and network

e Physical protection: EPO access controls, additional access controls to datacentre, policies on locking
offices

e Transmission and input controls (e.g. audit logging, systems and network monitoring)

e Security incident response: 24/7 monitoring for incidents, on-call security expert.

In principle, the EPO has adopted a paperless policy management system; however, if paper files containing
personal data need to be stored on EPO premises, they are locked in a secure location with a restricted access.

For personal data processed on systems not hosted on EPO premises, the providers processing the personal
data have committed in a binding agreement to comply with their data protection obligations under the
applicable data protection legal frameworks. The EPO has also carried out a privacy and security risk
assessment. These systems are required to have implemented appropriate technical and organisational
measures such as physical security measures, access and storage control measures, securing data at rest
(e.g. by encryption); user, transmission and input control measures (e.g. network firewalls, network intrusion
detection system (IDS), network intrusion protection system (IPS), audit logging); conveyance control
measures (e.g. securing data in transit by encryption).

6. How can you exercise your rights to access, rectification, data portability, erasure and
restriction/objection in relation to your personal data (including personal data relating to your relatives
that you provide to us)? Can these rights be restricted?

| 3



Security classification: Public

You have the right to access, rectify and receive your personal data, not to be subject to a decision based
solely on automated processing, to have your data erased and to restrict and/or object to the processing of
your data (Articles 18 to 24 DPR).

You can consult your personnel file at any time and have complete, full-view access. You cannot download or
make changes. You can consult your personnel file on a secure electronic medium accessible via MyFIPS.

Factual data may be rectified/updated at the request of the data subject and if the circumstances and the
Service Regulations allow.
The right to rectification (Art. 19 DPR) applies only to factual data processed and may differ depending on the

legal basis for processing. It applies only to objective and factual data that are inaccurate or incomplete, such
as names or addresses. It does not apply to subjective statements, including opinions or assessments made
by third parties.

If you would like to exercise any of these rights, please write to the delegated data controller at pdpeople-
dpl@epo.org (for internals), DPOexternalusers@epo.org (for externals).

In order to enable us to respond more promptly and precisely, you always need to provide certain preliminary
information with your request.

We therefore encourage you to fill in this form (for externals), form (for internals) and/or form (for pensioners))
and submit it with your request.

We will reply to your request without undue delay and in any event within one month of receipt of the request.
However, Article 15(2) DPR provides that this period may be extended by two further months where necessary
in view of the complexity and number of requests received. We will inform you of any such delay.

7. What is the legal basis for processing your data and any personal data relating to your relatives that
you provide to us?

Personal data are processed on the basis of Article 5(a) DPR: (Processing of personal data is necessary for
the performance of tasks carried out in the legitimate exercise of the official authority vested in the controller,
which includes the processing necessary for the Office’s management and functioning’) in combination with (i)
Article 11(2)(b) and (f) of the DPR as special categories of personal data may be indirectly processed, (ii)
Article 12(1) DPR as criminal offences, criminal convictions or security measures are processed (N.B.: as of 1
January 2021 only the outcome i.e. positive or negative of the analysed police and criminal records are stored
within the file), and (iii) Article 12(2) DPR as suspicions of offences may be processed in this context.

Personal data are processed on the basis of the following legal instruments: Article 32, Article 94b and Circular
No. 262 of the Service Regulations.

8. How long do we keep your data and any personal data relating to your relatives that you provide to
us?

According to Article 4 of Circular No. 262, personal data included in the e-personnel file shall be retained
permanently. Documents relating to disciplinary measures are subject to special conditions as stated in
Article 94b of the Service Regulations.
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In the event of a formal appeal/litigation, personal data processed for the appeal/litigation (i.e. data generated
or assembled in the context of the proceedings) will be retained until the proceedings have been closed, without
prejudice to the retention of documents in the e-personnel file under Circular No. 262.

9. Contact information

If you have any questions about the processing of your personal data, please write to the delegated data
controller at PDPeople-DPL@epo.org. If the question concerns external data subjects, please write to
DPOexternalusers@epo.org.

You can also contact our Data Protection Officer at dpo@epo.org.

Review and legal redress

If you consider that the processing infringes your rights as a data subject, you have the right to request
review by the controller under Article 49 DPR. If you disagree with the outcome of the review, you have the
right to seek legal redress under Article 50 DPR.
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