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1. Introduction

In light of the specific conditions for the transmission and transfer of personal data by the European
Patent Office (EPO) set forth by the EPO Data Protection Rules (EPO DPR), the Data Protection
Office (DPO) issues this explanatory note to provide clarification and guidance on how to interpret
and apply the rules and requirements laid down in Articles 8, 9 and 10 EPO DPR.’

The EPO continuously needs to transmit or transfer personal data to recipients, such as public
authorities? within the territory of contracting states to the European Patent Convention (EPC),
National Intellectual Property Offices (NPOs), private entities (controllers or processors?®) within or
outside the European Economic Area (EEA), third countries’ public authorities, or international
organisations.* In the Office's daily activities, "sharing"® personal data may be necessary for different
reasons, e.g. in the course of patent-grant and related proceedings, in the context of international
co-operation activities or when dealing with foreign public authorities, outsourcing services to
external providers located within or outside the EEA or using transnational services when providing
certain arrangements to staff.

As such, this explanatory note aims at giving a brief outline of the concepts of transmission and
transfer as per the EPO DPR and the respective requirements for the Office (as the data exporter)
and for the various types of recipients (as data importers). It also aims at offering further technical
explanations on the relevant concepts and principles, as well as practical recommendations on the
required conditions and safeguards for the protection of privacy and personal data of data subjects.

Furthermore, the present note strives to elaborate on how the relevant provisions of the EPO DPR
— by embedding a risk-based approach?® - provide guidance for a thorough analysis and assessment
of circumstances, specificities, and risks, as well as various instructions, measures and safeguards
to effectively face business needs while preventing and mitigating risks and ensuring free movement
of personal data between the EPO and the various recipients, based on, i.a. the criteria of necessity,
proportionality, adequacy of protection and the principles of transparency and accountability.

" Unless explicitly outlined otherwise, this document applies also mutatis mutandis to the Administrative Council DPR (AC DPR) and
Select Committee DPR (SC DPR), Article 12(5) AC DPR, Article 13a(1) Rules of Procedure of the SC.

2 "Public authority or body" means public bodies in EPC territory, third countries and international organisations. For "public bodies",
especially those in third countries, their form and status are to be determined under domestic law. Public bodies include government
authorities at different levels (e.g. national, regional and local authorities), but may also include other bodies governed by public law (e.g.
executive agencies, universities, hospitals, etc.).

3 The EPO DPR definition of processor establishes a broad range of actors, it can be "a natural or legal person, public authority, agency
or any other entity". This means that there is in principle no limitation as to which type of actor might assume the role of a processor. It
might be an organisation, but it might also be an individual.

4 "International organisation" means an organisation and its subordinate bodies governed by public international law, or any other body
which is set up by, or on the basis of, an agreement between two countries. It is noteworthy that under the EPO DPR, certain international
organisations mentioned in the European Patent Convention (EPC), e.g. the Administrative Tribunal of the International Labour
Organisation (ILOAT) may be regarded to have a particular standing for the EPO and therefore, in the context of transmission and transfer
of personal data, those will be separately addressed in a dedicated legal analysis to be issued by the Data Protection Office. Furthermore,
it is to be noted that the application of the EPO DPR is without prejudice to the provisions of international law, such as the ones governing
the privileges and immunities of other international organisations.

5 Disclosure, dissemination or otherwise making personal data available, including processing on behalf of another entity as well as
granting and having access to personal data.

6 Article 4(1) EPO DPR.
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2. Background

As the Office continues its efforts to engage new technologies, maximise co-operation and broaden
the European patent system, "cross-border"’” data exchanges are inevitably increasing.

This increase in these exchanges is not only beneficial to EPO staff members, who are to experience
the advantages of the Office's strengthened synergies and collaboration orientation; but also to
enhance access to patent knowledge and information for the general public and broaden the co-
operation with partners and stakeholders.

The free movement, accessibility and dissemination of information (including personal data) across
national borders drives today's global economy. Extramural data sharing allows the EPO and its
partners, stakeholders and users access to the best available technology and services, wherever
those resources may be located around the world.

2.1.1 The EPO data protection framework

The EPO DPR align the EPO data protection framework, to the greatest extent possible, with the
principles and key requirements of global best practice in the areas of privacy and data protection,
such as the EU General Data Protection Regulation (GDPR) and Regulation (EU) 2018/1725
(EUDPR).

The EPO DPR are up to date with data protection developments and its risk-based approach
supports the Office to continue facing personal data transmission and transfer in a feasible but
compliant manner. The rules lay down the general principle of adequate protection, especially
applicable to international data streams and elaborate on how the level of protection afforded by an
EEA public or private entity, third country® or international organisation should be assessed, which
obligations are imposed on the controller and the other parties, and which derogations apply to that
general principle.

To fulfil its tasks, the EPO is required to transmit and transfer data to outside entities. This includes
transmissions and transfers to the Office's external governance bodies, national and international
authorities and other intellectual property offices as part of the regular data exchanges within the
European and international patent system. The EPO data protection framework facilitates these data
flows while protecting data subjects' rights and freedoms.

In the context of the Office's official activities mandated by the EPO legal provisions®, the Office is

" "Cross-border" for the purposes of this explanatory note means outside of the European Patent Organisation.

8 Under the EPO DPR, "third country" means a country which is not a contracting state to the EPC (Article 3(1)(u) EPO DPR). However,
for "sharing" (including access) personal data with private entities, Article 8(5) EPO DPR (i.e. where the processing is to be carried out
by a private entity engaged on behalf of the controller, personal data may be transmitted from the Office within the territory of the European
Economic Area only if in compliance with these Rules and under the conditions set forth in Articles 30 and 31 EPO DPR) must also be
duly considered.

% "Legal provisions of the EPO" means the European Patent Convention (EPC) or its constituent parts (e.g. the Protocol on Privileges and
Immunities (PPI)), international agreements and treaties such as the Patent Cooperation Treaty (PCT) and any provisions applicable
under them, notably in relation to the procedure for granting European patents on the basis of Article 4(3) EPC and related procedures.
This definition (which stems from Article 3(y) DPR) includes the provisions governing the publication of patent applications, patents and
related information, the constitution, maintenance and preservation of files, file inspection and exclusions from file inspection,
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subject to legal obligations or needs to legitimately exercise the official authority vested in it — which
includes necessities related to the Office's management and functioning — to process personal data
of and with its staff, users, stakeholders, and partners.

In case of conflict, the provisions of the EPC, including its Implementing Regulations and any other
provisions applicable under it, and the provisions of the Patent Cooperation Treaty (PCT), including
its Regulations and any other provisions and established practices applicable under it, prevail over
the DPR, as established in Article 2 of the Decision of the President of the European Patent Office
dated 13 December 2021 concerning the processing of personal data in the patent-grant and related
proceedings.®

3. EPO DPR definitions and provisions

3.1 Transmission of personal data

According to Article 3(1)(s) EPO DPR, transmission of personal data means "disclosure,
dissemination or otherwise making available, including by granting access, of personal data to a
party within the European Patent Organisation or to a national intellectual property office or other
public authority of a contracting state to the EPC under the conditions laid down in Article 8"."1

In the context of the Office’s official activities mandated by the EPO legal provisions, including those
stemming from bilateral or multilateral administrative co-operation agreements with EPC public
entities or NPOs, or when outsourcing services to providers, the EPO must take into consideration
that transmissions of personal data may take place.

Article 8 EPO DPR regulates transmissions of personal data to public authorities within the territory
of an EPC contracting state and to an NPO of a contracting state. Personal data may be transmitted
to public authorities and patent offices of EPC contracting states in order for the EPO and/or the
recipient to fulfil their respective tasks and obligations. The recipient shall provide evidence that it is
necessary to have the personal data transmitted for a specific purpose deriving from the Office's
obligations of co-operation with the contracting state(s). The controller, where there is any reason to
assume that data subjects' legitimate interests might be prejudiced, shall establish that it is
proportionate to transmit the personal data for that specific purpose, after having demonstrably
weighed up the various compelling interests.

communication with parties, correction and rectification, the exchange of information with patent offices and other authorities and
disciplinary proceedings against professional representatives, and further legal arrangements made by the President of the Office, rules
and instruments enacted by the Administrative Council, as well as circulars, communiqués and all other legal provisions adopted or issued
by the President of the Office or by the President of the Boards of Appeal. In addition, where the EPO is acting as PCT receiving Office
and International Authority, it is first bound by the PCT legal framework, which consists of the Patent Cooperation Treaty, its Regulations
and the related secondary law, i.e. the Administrative Instructions, the Guidelines for receiving Offices and the International Searching
and Preliminary Examination Guidelines.

1 OJ EPO 2021, A98.

' When transferring data to other recipients, the EPO is to additionally verify that such recipients offer adequate levels of protection and
safeguards.
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For public entities, where the EPO initiates a transmission, it must demonstrate that the transmission
of personal data is necessary for and proportionate to the purpose(s) of the transmission by applying
the criteria of necessity and proportionality. 12

In accordance with the principle of accountability (Article 4(1) EPO DPR), where the Office transmits
personal data to a recipient which is not part of the controller but is a public authority or NPO located
in an EPC contracting state, the Office shall verify whether such personal data are required for the
legitimate performance of tasks within the recipient's area of competence. In particular, following a
request from a recipient for the transmission of personal data, the EPO must confirm the existence
of a relevant ground for lawfully processing, including transmitting and/or making accessible,
personal data as well as assessing the competence of the recipient. The Office must also undertake
a provisional evaluation of the necessity and proportionality of the transmission of the data. If doubts
arise as to the necessity, further information from the recipient should be sought. The recipient must
ensure that the necessity of the transmission of the data can be subsequently verified.

To provide appropriate guarantees as tools for transmissions, specific data protection provisions
should be inserted into enforceable instruments, such as, memoranda of understanding or
administrative arrangements. These instruments and arrangements may be of bilateral or multilateral
nature.

The controller must, in addition, prepare the required data protection documentation (record of
processing activity involving the transmission of personal data and data protection statement) to
ensure that the relevant data subjects are duly informed about the processing of their personal data.

In the context of outsourcing to service providers, the EPO DPR sets forth that the processing of
personal data on behalf of the EPO by private entities within the EEA territory is also considered a
transmission. As such, where the processing is to be carried out by a processor located in the EEA,
personal data may be transmitted from the Office in compliance with the EPO DPR and under the
conditions set forth in Articles 30 and 31 EPO DPR. This condition is established taking into
consideration that the EEA guarantees a level of protection of personal data that is essentially
equivalent to that of the EPO.

The service provider (processor) must not process the data otherwise than according to the EPO’s
instructions. The Office’s instructions may still leave a certain degree of discretion about how to best
serve the controller's interests, allowing the processor to choose the most suitable technical and
organisational means."® A processor infringes the EPO DPR, however, if it goes beyond the EPO’s

2 The necessity in data protection law is a fact-based concept, rather than a merely abstract legal notion, and the concept must be
considered in the light of the specific circumstances surrounding the case, as well as the rationale and concrete purpose the transmission
aims to achieve. The transmission must be always proportionate, introducing safeguards to minimise the data disclosed to adequate,
relevant and strictly necessary such to achieve the necessitated purpose, to ensure and be able to demonstrate the proportionality.

3 Only exceptionally, the Office may share personal data with private entities within EEA which are not acting on behalf of the EPO but
may partially (for certain services) or as a whole, constitute an independent controller e.g. insurance companies, financial institutions
(banks), etc. For example, the Office's payroll administration transmits information to a bank so that they can carry out the actual payment
to its staff. This activity includes processing of personal data by the bank which it performs for the purpose of executing the entrusted
banking activity of payment the remuneration but may also result in the bank offering additional and personalised services to the Office’s
employees. The EPO gives clear instructions on whom to pay, what amounts, by what date, to which bank, how long the data shall be
stored, what data should be disclosed to the tax authority etc. In this case, the processing of data is carried out for the Office's purpose to
pay salaries and other allowances to its employees and the way in which the bank should implement the processing is in essence clearly
and tightly defined. Nevertheless, the bank may decide on certain detailed matters around the processing such as which software to use,
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instructions and starts to determine its own purposes and means of the processing. The processor
will then be subject to sanctions for going beyond the controller’s instructions. Namely, it can be held
liable or fined in case of failure to comply with the Office's obligations or in case it acts outside or
contrary to the lawful instructions of the EPO.

The EPO must only use processors providing sufficient guarantees to implement appropriate
technical and organisational measures so that the processing meets the requirements of the EPO
DPR. Elements to be taken into account could be the processor's expert knowledge (e.g. technical
expertise with regard to security measures and data breaches) reliability, resources and the
processor's adherence to an approved code of conduct or certification mechanism. When
considering whether or not to entrust the processing of personal data to a particular service provider,
the controller should carefully assess whether the service provider in question allows the Office to
exercise a sufficient degree of control, taking into account the nature, scope, context and purposes
of processing as well as the potential risks for data subjects.

Nothing prevents the processor from offering a preliminarily defined service, but the EPO must make
the final decision to actively approve the way the processing is carried out, at least insofar as
concerns the essential means of the processing. As stated above, a processor has a margin of
manoeuvre as regards non-essential means.

Any processing of personal data by an external processor must be governed by a contract or other
legal act which shall be binding, in writing and possibly in electronic form, ideally the internally
available data processing agreement template drafted by the EPO for this purpose.

Nonetheless, it must be taken into due consideration that the exchange of personal data and/or
outsourcing of services, involving disclosure/access to such entities may not always be to public
entities within the EPC contracting states or to processors established within the EEA territory.
Hence, it is the obligation of the controller to verify, before a transfer outside the European Patent
Office takes place, whether the obligations defined and explained in Article 9 EPO DPR are duly
complied with.

3.2 Transfer of personal data

In accordance with Article 3(1)(t) EPO DPR, transfer of personal data means "disclosure,
dissemination or otherwise making available, including by granting access, of personal data to a
person or an entity outside the European Patent Organisation which is neither a national industrial

how to distribute access within its own organisation, etc. This does not alter its role as processor as long as the bank does not proceed
against or beyond the instructions given by the Office. However, if within this activity, the bank decides to offer specific conditions to certain
staff members and defines independently from the EPO which data have to be processed to provide the supplementary service, for how
long the necessary data must be stored, etc., the Office cannot have any influence on the purpose and means of bank's accompanying
processing of data. The bank is therefore to be seen as the controller for this additional and individualised processing and the transmission
of personal data from the EPO payroll administration is to be regarded as a disclosure of information between two controllers, from the
Office to the bank. Nonetheless, as a rule, the DPO encourages the Office, when it uses services provided by private companies, to make
sure that such private companies only act as processors for such processing operations. Moreover, while the Office is able to use
outsourcing services when delivering the tasks assigned to it by law in the public interest, it would not be appropriate for a private party to
exercise the kind of influence that would result in them being a joint controller. It is important to emphasise that the roles, responsibilities
and requirements of this example may vary depending on the particular processing and/or the specific entity.
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property office nor a public authority of a contracting state to the European Patent Convention under
the conditions laid down in Article 9".

Transfer of personal data may be required under the EPC in the course of the patent-grant and
related proceedings, including communicating with parties to the proceedings and, where applicable,
third parties, drawing up reports and statistics and exchanging data with EPC and/or PCT contracting
states and with WIPO as part of co-operation projects and activities. It is important to reiterate that
where the transfer takes place within the context of the patent-grant and related proceedings, in case
of conflict, the provisions of the EPC and PCT" prevail over the ones of the EPO DPR (including
the requirements and limitations set forth in Article 9 EPO DPR)."®

To ensure that the level of protection of individuals guaranteed by these rules is not undermined,
transfers of personal data should only take place if in accordance with the EPO DPR, in particular
Articles 9 and 10. This also applies to transfers of data intended for processing after transfer to a
third country or to an international organisation, and to onward transfers of personal data from a third
country or an international organisation to another third country or to another international
organisation.

In the context of its official tasks and activities or when outsourcing services to providers, the EPO
may carry out transfer of personal data to public or private entities outside the European Patent
Organisation which are neither an NPO nor a public authority of an EPC contracting state.®

The transfer of personal data to recipients outside the European Patent Office is permissible only if
an adequate level of protection'” is ensured in the country of the recipient, or in a territory or one or
more sectors within that country, or within the receiving international organisation and the data are
transferred solely to allow tasks within the competence of the controller to be carried out.

In the absence of an adequate level of protection, the controller or processor may transfer personal
data to recipients outside the EPO only if the controller or processor has provided appropriate
safeguards and on condition that enforceable data subjects’ rights and effective legal remedies for
data subjects are available. Such appropriate safeguards can be included in data processing
agreements and data protection administrative arrangements and can also include the standard
contractual clauses (SCCs), binding corporate rules, codes of conduct and certification mechanisms
used for international transfers under EU legislation.®

In cases of doubt, the President of the Office decides, after consulting the Data Protection Officer
and the Data Protection Board, whether the protection afforded by the country or international
organisation in question can be considered adequate. Where the President did not render a decision

# Including the EPC Implementing Regulations and any other provisions applicable under it, and the PCT Regulations and any other
provisions and established practices applicable under it.

5 Article 2 of the Decision of the President of the European Patent Office dated 13 December 2021 concerning the patent-grant and
related proceedings (OJ EPO 2021, A98).

'6 Transfers under EPC and PCT provisions should be interpreted in conjunction with Articles 1 and 2 of the Decision of the President of
the European Patent Office dated 13 December 2021 concerning the PGP.

7 In this context, the DPO has drafted an internally available adequacy referential, which provides guidance to the President of the Office
for assessing whether the protection afforded by a third country or international organisation can be considered adequate under the data
protection perspective.

'8 Therefore, the present note emphasises that the EPO DPR sets forth several provisions which aim to not only assess but to effectively
mitigate risks whenever outsourcing to a service provider.
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whether the protection afforded by a country or international organisation can be considered
adequate, the Office must take measures to compensate for the potential lack of data protection by
that country or international organisation by way of appropriate safeguards'® for the data subject.

The controller must provide evidence that it is necessary to have the data transferred for a specific
purpose?’ and demonstrate the necessity and proportionality of the transfer for the purpose of the
said transfer. The controller, where there is any reason to assume that data subjects' legitimate
interests might be prejudiced, shall establish that it is proportionate to transfer personal data for that
specific purpose, after having demonstrably weighed up the various compelling interests. Personal
data transferred must be processed or used only for the purpose for which they have been
transferred and must be deleted as soon as that purpose has been achieved.?’

Transfers may be carried out to public authorities or bodies in third countries or to international
organisations with corresponding duties or functions based on provisions to be inserted into
administrative arrangements, such as a memorandum of understanding, providing for enforceable
and effective rights for data subjects.??

The controller must, in addition, prepare the necessary data protection documentation (record of
processing activity involving the transfer of personal data) and duly inform the relevant data subjects
prior to the transfer (data protection statement). Furthermore, the European Data Protection Board
(EDPB) guidelines on measures that supplement transfer tools to ensure compliance with the EU
level of protection of personal data — although not directly applicable to the EPO - establish certain
steps data controllers should consider whenever transferring personal data, and several steps may
- and are endeavoured to - be applied within the EPO context. For example (i) having a complete
overview of the transfers occurring within the Office's activities, (ii) identifying the tools the EPO relies
on (e.g. adequacy decisions or administrative arrangements), (iii) adopting supplementary measures
(iv) and re-evaluating the situation at appropriate intervals. Hence, the EPO by continuously
observing the latest developments within the frameworks its own was based upon, may supplement
even further the notions enshrined in the EPO DPR.%

3.3 Derogations

In the absence of an adequate level of protection in the country of the recipient, or of appropriate
safeguards under Article 9 EPO DPR, the transfer of personal data to recipients outside the
European Patent Office which are not an NPO of a contracting state, other than in the context of the

9 Such appropriate safeguards can consist of data processing agreements and data protection administrative arrangements and can also
include the standard contractual clauses, binding corporate rules, codes of conduct and certification mechanisms used for international
transfers under EU legislation.

2 Including that the data are transferred solely to allow tasks within the competence of the controller to be carried out.

2! The practical aspects of the post-termination responsibilities must be considered within the contractual framework. Following termination
of the contract, the importer shall, at the choice of the EPO, (i) delete all personal data processed on behalf of the Office and certify the
completion of this action to the EPO, or (ii) return all the personal data to the Office and delete existing copies unless EU or domestic law
requires storage of the personal data (evidence of said obligation, including the legislation related, should be provided to the Office by the
processor). The recommendations of the various data protection authorities vary on how to certify the deletion, e.g. in the form of an
official written record, or through electronic logs. To avoid any misunderstandings, the documentation should contain specific indications
on the exact form of deletion certification when entering into a contractual agreement.

22 Article 9(4) EPO DPR.

2 See section 3.4 of this Explanatory Note.
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patent-grant and related procedures, is permissible only exceptionally if one or more of the situations
provided for in Article 10 EPO DPR apply.

Article 10 EPO DPR sets forth a restrictive list of derogations for specific situations where the
controller adduces that adequate safeguards apply, namely when (i) the data subject has explicitly
consented to the transfer?*, (ii) it is necessary for the performance of a contract between the data
subject and the EPO?, or (iii) for the performance of a contract concluded in the interest of the data
subject, (iv) it is necessary for the performance of obligations arising from the EPO’s duty of co-
operation with the contracting states, (v) it is necessary for the establishment, exercise or defence
of legal claims?®, (vi) it is necessary in order to protect the vital interests of the data subject or of
other persons?’, (vii) the transfer is made from a register intended to provide information to the
public.?®

These derogations shall apply in particular to data transfers required and necessary in the exercise
of the official activities of the European Patent Organisation or the legitimate exercise of the official
authority vested in the EPO, which includes the processing necessary for the Office's management
and functioning, or in reason of obligations deriving from its duty of co-operation with the contracting
states.?® A transfer of personal data is also to be regarded as lawful where it is necessary to protect
an interest which is essential for the data subject's or another person's vital interests, including
physical integrity or life, if the data subject is incapable of giving explicit consent. In the absence of
an adequacy decision, the President of the Office may, for important reasons relating to the
legitimate exercise of the official authority vested in the Office,® expressly set limits to the transfer
of specific categories of data to a third country or an international organisation.?

As supported by the title of Article 10 EPO DPR, derogations apply to specific situations only, i.e.
exceptions from the general principle (transfer of personal data only permissible when an adequate
level of protection is ensured) must not become the rule.

This rule should be interpreted considering that transfers based on derogations may occur more than
once, but not systematically, and would happen outside the regular course of actions, for example,
under random, unknown circumstances and within arbitrary time intervals, as well as that even for
those derogations under paragraphs (a), (d), (f) and (g) (Article 10 EPO DPR) which are not
expressly limited to "occasional" or "not repetitive", transfers have to be interpreted in a way without

24 Article 10(1)(a) EPO DPR ("after having been informed of the possible risks due to the absence of an adequate level of protection and
appropriate safeguards").

% Article 10(1)(b) EPO DPR ("or the implementation of pre-contractual measures taken at the data subject's request").

% Article 10(1)(e) EPO DPR ("and their transmission is not precluded by agreements under international law or other applicable legal
provisions of the European Patent Organisation").

27 Article 10(1)(f) EPO DPR ("where the data subject is physically or legally incapable of giving explicit consent").

% Transfers under EPC and PCT provisions should be interpreted in conjunction with Articles 1 and 2 of the Decision of the President of
the European Patent Office dated 13 December 2021 concerning the PGP e.g. personal data under Rule 143 EPC ("Entries in the
European Patent Register") must be processed as it is a legal obligation to which the controller is subject (Article 5(b) EPO DPR).

2 For example, in cases of international data exchanges between the Office and national bodies, tax or customs administrations, financial
supervisory authorities and services competent for social security matters or for public health, for example in the case of contact tracing
for contagious diseases.

30 Which, as mentioned before, includes the processing necessary for its management and functioning, or in reason of obligations deriving
from its duty of co-operation with the contracting states.

31 Article 10(6) EPO DPR.
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prejudice to the exceptional nature of a derogation.®? In addition, for derogations under paragraphs
(b) to (f) (Article 10(1) EPO DPR), the use of those should only take place under the overarching
condition that the transfer of personal data has to be necessary for the specific purpose, e.g.
necessary for the Office's management and functioning, including in the spirit of reciprocity for
international co-operation, or necessary for the establishment, exercise or defence of the legal claim
in question.

3.4 Applying the principle of accountability

The principle of accountability sets out that the level of protection conferred by the EPO DPR is also
applicable to data transfers since they are a form of data processing themselves.*? To that extent, it
is the obligation of the controller to verify whether the obligations under Article 9 EPO DPR are duly
complied with.** Therefore, it is recommended that delegated controllers take into account the
following steps before a transfer takes place.

3.41 Know your transfers

The first and necessary step is to map and record all transfers (including onward transfers), and to
gather relevant information3® with that regard. In principle, at present, said information is available in
the DPO Data Protection Register.3®

Should a new transfer be envisaged, understanding the nature and scope of the personal data the
controller wishes to transfer and how it intends to be processed by an entity in a third country or an
international organisation is a preliminary and fundamental step to consciously undertake an
assessment of the potential risks and thus mitigate them.3’

In particular, it should be noted that where a personal data transfer occurs and there is doubt as to
whether the recipient outside the EPO ensures an essentially equivalent level of protection to that
guaranteed in the EPO DPR, a Transfer Impact Assessment (internally available) should be carried
out.

32 Such limitation is particularly relevant for the "contract derogations" (Article 10(b) and (c) EPO DPR) and "legal claims derogations"
(10(e) EPO DPR) whereas it is absent from the "explicit consent derogation”, the "necessary for the performance of a task in the exercise
of the official activities of the European Patent Organisation or in the legitimate exercise of the official authority vested in the controller,
which includes the processing necessary for the Office's management and functioning, or to perform obligations arising from its duty of
co-operation with the contracting states derogation”, the "vital interests derogation" and the "register derogation" pursuant to paragraphs
(a), (d), (f) and (g) of Article 10 EPO DPR.

33 Article 4(1) EPO DPR.

3 This assessment should also take into due consideration the PGP and related procedures under EPC and PCT provisions and be
interpreted in conjunction with Articles 1 and 2 of the Decision of the President of the European Patent Office dated 13 December 2021
concerning the PGP.

% Such as: (i) the identity of the controller, (i) the purposes of the processing and categories of personal data, (iii) the legal basis for the
processing, (iv) the recipients or categories of recipients (with the destination: international organisation or private entity in a third country),
(iv) the transfer tool, (v) if needed, appropriate safeguards for the transfer.

3 For external users, this information is available at the epo.org data protection and privacy notice.

37 Special attention is to be given to special categories of personal data (Article 11 EPO DPR) that are foreseen to be processed, including
transferred, as those data are subject to enhanced protection and need to be handled carefully.
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3.4.2 Identify the transfer tool the transfer relies on

To provide sufficient guarantees and meet the requirements of the EPO DPR, every transfer is to be
based on a specific transfer tool, which should be put in place by the delegated controller. The tool
will vary based on the circumstances of each transfer. Therefore, it is highly recommended that
delegated controllers, supported by their Data Protection Liaison, consult the DPO on the matter.

The EPO DPR establishes an exhaustive list of available transfer tools, which are:

a) Adequacy decisions®

b) Administrative arrangements or Memoranda of Understanding
c) Appropriate safeguards provided by the data recipient

d) Appropriate certification mechanisms

e) Derogations according to Article 10 EPO DPR

It should be noted that under EU law SCCs?° are considered a valid transfer tool. However, the SCCs
cannot be relied upon by the EPO*® as they are designed for a commercial context and are not
adapted for data transfers to international organisations.*’

To better assist delegated controllers with this step, the DPO has prepared an internally available
summary table on data sharing instruments which summarises when each of the different concepts
apply and which safeguards and measures must be used in the different cases to ensure that the
personal data are adequately protected and the rights and freedoms of data subjects are
safeguarded when sharing personal data with entities external to the Office. Nevertheless, the DPO
should, generally, consulted in the choice and application of such instruments.

3.4.3 Re-evaluation of the situation at appropriate intervals

Developments in the EPO activities, as well as in third countries or international organisations’ legal
framework to which personal data are transferred, could affect the initial assessment of the level of
protection and the decisions taken. Therefore, it is crucial that personal data transfers are monitored
on an ongoing basis.

4. Conclusion

As the EPO data protection framework strives to ensure the highest possible level of protection of
personal data of its staff, partners, stakeholders and users, including when personal data is
transmitted or transferred outside the Office, it is essential that the EPO DPR concepts of
transmission and transfer, respective requirements for the EPO (as the data controller and exporter)
and further technical explanations on the relevant concepts are provided in order to ensure the
accurate theoretical interpretation and practical applicability of such.

3 It should be noted that based on Articles 2 and 3, the Decision of the President may be amended or repealed at any time.

% Standard Contractual Clauses published by the European Commission.

40 Except when analysing whether a EPO data processor located outside the EEA transferring personal data to subprocessors located in
the EEA or a EPO data processor located in the EEA transferring personal data to a subprocessors located outside the EEA has
appropriate contractual safeguards in place.

41 See question 25 of the European Commission SCCs Q&As.
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https://www.epo.org/xx/legal/official-journal/2023/06/2023-06.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://commission.europa.eu/system/files/2022-05/questions_answers_on_sccs_en.pdf

The DPO will continue to monitor data protection developments in the EEA and abroad to ensure
that the EPO’s data protection framework is aligned with the principles and key requirements of
global best practices in the areas of privacy and data protection.

Ensuring lawfulness and compliance of transmission or transfer of personal data in accordance with
the EPC, including its Implementing Regulations and any other provisions applicable under it, and
the PCT, its Regulations and any other provisions applicable under it, remains a crucial matter for
the Office and the DPO. The increase in data flows, both to public and private entities within the EEA
as well as those outside of it or international organisations, brought by the globalisation and augment
of the Office's activities, projects and initiatives, allows important business and public interests to be
achieved. However, this may place additional risks and thus requires further safeguards to guarantee
the protection of personal data. Notwithstanding, the Office, namely its management and staff, is
committed to be accountable for "what we do, how and why we do it" and to prevent any jeopardy of
data subjects' rights, freedoms and interest, reputational harm or loss of trust in the organisation.
Therefore, the EPO (in consultation with the DPO and DPB) will continue applying due care and best
efforts to implement a comprehensive and a reliable “extramural data sharing” framework and be
able to provide and demonstrate the highest level of data protection.
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