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Overview of the requirements of the EPO’s model data protection clause for

Memoranda of Understanding

This overview outlines the elements contained in the EPO’s model data protection clause to be
included in memoranda of understanding governing transmissions of personal data in accordance
with Article 8 DPR. It is noted that such clause may be amended in agreement between the parties
when necessary and adapted to the specific topic regulated.

The model data protection clause includes the following commitments by the signatories to the
memorandum of understanding:

to protect personal data,’ to comply with the lawfulness, fairness and transparency principles
and to limit the processing to adequate and relevant data

to comply with the purpose limitation principle and to not further process data unless for
compatible purposes, including when processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authorities vested in them within
the scope of the memorandum; or with the data subject's prior written consent

to guarantee data subject rights and allow data subjects to access their personal data, rectify
them in case they are incomplete, inaccurate, outdated, or processed in a manner that is not
in accordance with the Memorandum, and request restriction of or object to the processing
of the data

to inform the data subjects in a clear, easily accessible, concise, transparent and intelligible
form of all the main elements of the processing described in the Memorandum

to implement appropriate technical and organisational measures against accidental or
unlawful access, destruction, loss, alteration or unauthorised disclosure

to promptly inform the other Signatory in case of a personal data breach and to immediately
take appropriate measures to secure the personal data and limit any possible adverse effects

to foresee independent oversight by an external or internal body that has a monitoring and
advisory function on data protection matters, and appropriate mechanisms to enforce
compliance and legal redress for data subjects

to retain personal data for as long as necessary for the implementation of the Memorandum
or for additional time when required by law or by internal data retention policies (e.g. data

" To be intended as any information relating to an identified or identifiable natural person.
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retention for auditing and compliance purposes). Where possible, they should also indicate
this retention periods.
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